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DOUBLED VIEW  
OF ALL SIGNALS

www.wago.com/acr

Collecting and processing signals, generating alarms: 
The WAGO application-based redundancy concept for controllers 
increases system availability on ships. Construct a simple, reliable and 
cost-efficient alarm and monitoring system!

© DVV Media Group GmbH P
er

sö
nl

ic
he

 A
us

ga
be

, ,
 D

V
V

 M
ed

ia
 G

ro
up

 G
m

bH
  B

el
eg

ex
em

pl
ar

, H
am

bu
rg

, K
d.

N
r.

: 9
10

10
10

10
, A

bo
-N

r.
 5

21
92

5.
 W

ei
te

rg
ab

e 
an

 D
rit

te
 u

rh
eb

er
re

ch
tli

ch
 u

nt
er

sa
gt

.



Dr.-Ing. Silke Sadowski 
Editor in Chief 
silke.sadowski@dvvmedia.com

One of the biggest challenges for the international shipping 
industry remains minimising operational cost while, at the same 
time, meeting the ambitious goals relating to environment and 
climate which are increasingly moving to centre stage. Thus, a fur-
ther significant efficiency gain within the industry is essential for 
sustainable business. 

Relatively straightforward measures taken so far, such as the 
optimisation of ship designs and improvements in ship mechani-
cal engineering, have been largely exhausted and the remaining 
potential can probably only be exploited with much more effort. 
Similarly, the economies of scale that can be achieved with big-
ger ships are probably close to the limits of what is economically 
viable.

At the same time, the use of data is becoming increasingly im-
portant for the next leap in efficiency. Big data, the cloud, Internet 
of Things, and blockchain have all become important considera-
tions for shipping companies, and the digital transformation is 
already shaping many areas of the industry today. 

While a few years ago scepticism often prevailed, today there 
is a general consensus that digital technologies can and will make 
a significant contribution to increasing shipping’s efficiency and 
safety. 

Nevertheless, the issue remains complex. Topics such as data 
security and standardisation, interfaces and the unwillingness to 
share data are currently still an obstacle for the acceptance and 
application of appropriate technologies. In addition, the associ-
ated digital transformation calls for visionary strategic decisions 
that require completely new business models and concepts for 
cross-industry collaboration. 

Companies are often still hesitant when it comes to concrete 
implementation, and the question of the “first step” in terms of 
cooperation is still on the agenda. Finally, a rethinking of the will-
ingness to share data across companies is necessary.

What is now noticeable is that numerous condition moni-
toring systems are already in place for predictive maintenance 
– a subject which is covered in various articles in this year’s 
Ship&Offshore Special SmartShip issue. 

And even though several concepts for performance monitor-
ing and optimisation have already been developed, data-based 
optimisation of ship operation is still in its infancy. 

In order to make full use of the immense potential of digitali-
sation in shipping and achieve a noticeable data-based increase 
in efficiency, a number of technological and administrative 
prerequisites are still necessary. In addition to the introduction 
of suitable standards, further progress needs to be made on data 
transmission at sea in particular, which currently can only be car-
ried out via satellite in a complex and costly manner.

Out of the abundance of digital topics, it is especially the 
matter of autonomous systems that remains a controversially dis-
cussed issue. As this is a revolutionary change with many aspects 
to consider – in terms of regulations, legal issues and much more 
– related questions have not yet been answered satisfactorily. 
However, the IMO has now started to examine how existing IMO 
instruments can be used to guarantee safe and environmentally 
friendly autonomous shipping in a two-year phase.

Nevertheless, autonomous vessels are no longer a fiction – 
the first commercial autonomous vessels are due to be commis-
sioned in the next few years.

However, the question whether a ship will ever cross one of 
the oceans completely unmanned is not the crucial one. Here it 
is true: the journey is the goal as there is no doubt that every au-
tomation step improves the safety, efficiency and environmental 
performance of shipping.

Last but not least, the role of personnel on board and ashore 
will need to be redefined both operationally and legally. The rela-
tionship between seafarers and digitalisation is anticipated to be 
one of the main topics for the future.

The next leap in ship efficiency 

SPECIAL SMARTSHIP COMMENT
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Moving the maritime industry  
towards a condition-based future
ASSET HEALTH Shipowners and operators can begin to put their work to improve visibility on asset health 
and performance into context, writes Patrick J Ryan, senior vice president, Engineering and Technology at the 
classification society ABS

J ust as in the aerospace and automotive 
sectors, the adoption of ‘smart’ tech-
nology continues to accelerate across 

the maritime sector as shipowners embrace 
novel systems that provide better visibility 
of the operating health of their assets.

At present, the transition to smart ship-
ping – in terms of data-driven vessel func-
tions – is being enabled via the adoption 
of such technologies by leading equipment 
vendors. Advances in data science enable 
immediate assessments of shipboard health 
and performance status and, as these tech-
nologies achieve the appropriate maturity 
level, data-driven functions will transition 
from supporting crew decision-making to 
undertaking some or all of the vessel’s daily 
operations. 

Enhanced systems connectivity, grow-
ing sensor deployment and advances in 
data processing and analytics, spur the 
growth of digital capabilities in the global 
maritime industry. Increasing amounts of 
shipboard data, intended to optimise op-
erational practices, extend beyond the hu-

man ability to process and therefore require 
automated functions to obtain useful and 
timely insights. 

The adoption of smart technologies is 
the first step in the journey that ultimately 
will lead towards increasing levels of au-
tonomy in the shipping sector. But what ex-
actly are smart technologies? What do they 
offer the shipowner? And what qualifies as 
smart?

At this stage of development, it is more 
instructive to think of smart in terms of 
functionality that leverages collection, 
management and analysis of the opera-
tional data of a vessel and applies various 
physics and data-driven techniques that are 
used to assist the vessel operator to make a 
variety of better operational decisions.

Depending on the scope and areas on 
the vessels covered by smart functions, 
collected data can be utilised for structural 
and machinery health-monitoring assess-
ment, making crew and onshore personnel 
aware of the onset of a failure. Often, there 
are supplementary benefits such as moni-

toring and maintaining as-designed asset 
efficiency levels for machines and systems 
which typically degrade with time (such as 
engine fouling and performance degrada-
tion, biofouling for hulls) and operational 
performance management of onboard sys-
tems to maximise the asset’s performance 
under current efficiency levels.

Furthermore, in addition to health 
monitoring, smart functionality supports 
owners and operators by monitoring con-
sumption and consistency of fuels, voyage 
performance and by collecting information 
for reports required by ever-evolving envi-
ronmental regulations. 

Because smart technologies increase 
the visibility of asset health and perfor-
mance, they reveal pathways to both more 
sustainable and more dependable opera-
tions. But connecting the smart journey 
with sustainability requires more than sim-
ply attaching sensors to key equipment and 
reading the output.

How marine assets are designed 
and managed
In many respects, the original equipment 
manufacturers (OEMs) have led the tran-
sition to smart shipping. For several years 
some of the leading engine-makers have 
been offering services that put their client’s 
data in the cloud, from where they apply 
their proprietary approaches to observe 
and assess a propulsion unit’s operational 
health and performance.

The initial analyses used models rooted 
in physics and engineering, but they are 
now augmenting this type of approach with 
data-driven techniques such as machine 
learning, that offer a more comprehensive 
understanding of performance and health. 
These new data-driven monitoring tech-
niques, data analytics applications and a 
greater ability to stream data for trouble-
shooting and operational support are slow-
ly changing how shipowners operate and 
manage their fleets.

Smart technologies are becoming inevitable for the shipping industry
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Today’s onboard equipment has hun-
dreds of sensors provided for a variety of 
purposes, all connected and accessible via 
a vessel’s automation system, which com-
bined with higher speed connectivity, al-
lows large quantities of data to be continu-
ously generated and assessed. 

The smart functionality trend is begin-
ning to have an impact on design princi-
ples as well. Traditionally, design evolution 
was largely reliant on ad-hoc anecdotal 
feedback and reactive, root cause failure 
investigation. However, predictive insights 
brought by data analytics have many OEMs 
and operators re-evaluating component 
usage, maintenance, operation design en-
velopes, and the skills of the operator on a 
continual basis.  

Advanced data analysis is providing 
manufacturers with an unprecedented vis-
ibility into the causes of failures, and they 
are using that information to provide cus-
tomers with improved component designs. 
Smart technology provides the visibility 
that allows vessel and operational data to 
be used to assist and augment day-to-day 
operations and supports the transition to 
more cost-effective, condition-based main-
tenance regimes.

Recognising inefficiency, predicting 
failure
A proliferation of sensor technology cou-
pled with higher speed processing produces 
a significant amount of operational insights 
for the shipowner via the scale of data ana-
lytics possible today. The output provides 
better visibility of what normal operations 
look like; but perhaps more importantly, 
statistical anomalies alert the operator or 
system when things may be going wrong or 
need crew attention at an early stage. 

Once ‘normal’ conditions are ‘learned’ 
from the data model, anomalies are used 
to detect unusual patterns of behaviour. 
If properly designed, further analysis can 
confirm findings such as equipment dam-
age, a shift in operating conditions, or sim-
ply a degraded sensor and issues related to 
data quality.

For example, data can be collected from 
sensors measuring specific parameters in a 
propulsion system which have previously 
affected performance. Based on experi-
ence with normal operations and several 
failures, a monitoring system can identify 
how an anomaly may be present and can 
alert the crew to a potential problem when 
the established boundaries show deviation 
from ‘normal’.

For the maritime industry to learn how 
to capitalise more effectively on the new 
operational insights being generated by the 
influx of smart technologies, the data scien-
tists at ABS believe the best way to leverage 
the capabilities of such technology is to 
marry it with the domain expertise that has 
the experience to know the difference be-
tween a blip in the data and a true problem 
that the smart systems have identified.  

Setting a smart foundation
A shipowner’s plans for smart operations 
need to be forged from a goal-based frame-
work that is designed to support their cor-
porate strategy. To support the transition, 
ABS published industry guidance on the 
implementation of smart functions in 2018, 
providing a goal-based approach to captur-
ing the benefits of optimising the perfor-
mance of their assets. 

This initial guidance encourages owners 
to identify why they want a smart function 
on their asset and what they are aiming to 
achieve by deploying these technologies and 
systems. ABS’ approach is designed to focus 
on individual smart functions and the tech-
nologies enabling them to create a frame-
work designed to maximise the benefit of 
the investment to achieve a defined goal.

Smart functions are grouped into 
broader categories such as structural health 
monitoring, machinery health monitoring, 
operational performance management, as-
set efficiency monitoring and crew assis-
tance and augmentation, based on key areas 
of functionality.

Once the goals are determined, they 
are filtered through a risk frame¬work to 
establish the principles for validation and 
verification against which they are assessed. 
With the framework set up, the focus turns 
to assessing smart function implementation 
for candidate vendor equipment through a 
validation and verification scheme. 

The next milestone
The next milestone was laid in April 

2019 with the introduction of the ‘ABS 
Guide for Smart Functions for Marine Ves-
sels and Offshore Units’ (The ABS Smart 
Guide). These class notations cover smart 
machinery and structural health monitor-
ing, together with requirements for approv-
al of service providers and their respective 
hardware and software being utilised for 
the service delivery.

Smart functions can also lead to in-
creasingly condition-based approaches 
to both maintenance strategies and class 

surveys. While the functions themselves 
are designed to help owners and operators 
proactively manage asset health and per-
formance, they also make possible increas-
ingly data-driven approach to conducting 
surveys after construction activity within a 
condition-based class (CBC) programme. 
The Guide introduces three new notations 
that support the recognition of a vessel’s 
data infrastructure as well as health moni-
toring functions, which can be used to sup-
port survey activity directly. 

 > Smart INF: data infrastructure for 
smart function implementation;

 > Smart MHM: machinery health moni-
toring;

 > Smart SHM: structural health moni-
toring.

The approach laid out in the ABS Smart 
Guide applies a risk-informed set of easy-
to-apply prescriptive requirements for en-
gineering review and survey of the smart 
technology applications.

To support the efficient integration 
of vendor products and services related 
to smart functionality, the Smart Guide 
also lays out a product design assessment 
scheme coupled with a service provider 
approval process to support equipment 
manufacturers, shipyards, owners as well 
as third party software providers, as they 
develop products and services for smart 
functionality for use on board ABS-classed 
vessels. 

Smart functions related to operational 
performance, asset efficiency, and crew 
support that provide a mechanism for sus-
tainability and improved uptime may also 
be recognised by ABS via a verification and 
validation process defined in the Guide. 

Shifting corporate skillsets
The maritime industry’s fledgling steps into 
the era of smart operations are already hav-
ing an influence on the corporate skillsets 
of leading organisations. 

Workforces skilled in traditional areas 
such as structures, machinery and marine 
operations – those that tend to focus on 
independent systems – are now coupled 
with non-traditional areas of expertise. 
New graduates understand the integra¬ted 
digital networks that connect, monitor and 
control shipboard systems and equipment. 
This influx of new skills and thinking is im-
pacting the industry from within.

Mechanical engineers and naval archi-
tects are being supported with engineers 
specialising in systems, cyber and risk >
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as well as data analysts and computer scien-
tists. The boundaries of maritime employ-
ment roles are expanding and deepening, 
and every position is being asked to do 
more on a larger scale with more technical 
sophistication.

In practice, the skillsets of the next 
generation of naval architects and marine 
engineers will move closer to those of their 
colleagues in the aerospace and automotive 
sectors, where a core emphasis on design 
and innovation are fundamental.

The pace at which smart technolo-
gies are adopted will continue to increase 
across the maritime sector, but that does 
not mean the benefits will become imme-
diately visible. Despite rapid technological 
advancements, investment in smart sys-
tems should be seen as having a strategic 
horizon that will mature with adoption cy-
cles, not technology improvement cycles.

Most commercial vessels that operate 
today rely entirely on humans to make op-
erational decisions and good human de-

cision-making takes years of learning and 
experience to develop. Smart operations 
will take the industry to the next level of 
efficiency by empowering humans with 
better information to make better deci-
sions, using technology to assist in that 
process. 

Expertise and experience with smart 
technology will continue to influence mar-
itime system design and operation with 
the aim of enabling better human decision-
making. 

New EHM system under development
ELECTRONIC MONITORING | Rolls-Royce 
and ZF Marine are collaborating in the de-
velopment of an equipment health monitor-
ing (EHM) system to raise uptime and re-
duce fuel consumption and emissions. The 
system is already being tested on board the 
Halunder Jet, a 56.4m-long passenger ferry 
owned by Förder Reederei Seetouristik 
(FRS) which operates on the route between 
Hamburg and Helgoland. 
The shipping group operates 58 vessels de-
ployed on ferry services and crew transfers 
for offshore wind farms in Europe, North 
Africa, the Near East and North America. 
It currently has 40 MTU engines in ser-
vice. The large number of vessels and en-
gines, combined with the diverse nature 
of the FRS fleet, means that working in 

the development project offers an inter-
esting opportunity for the vessel operator.  
The EHM system, likely to be commercially 
available from 2021, collects and analyses 

data from the MTU engines, the ZF trans-
mission systems and other key components, 
taking into account external factors includ-
ing wind, waves and currents. Tim Kunst-
mann, managing director of FRS Helgoline 
GmbH & Co. KG, said: “Reliability is what 
we value most of all. When you have 680 
passengers standing on the St. Pauli Piers in 
Hamburg, waiting to board the Haluder Jet 
to Helgoland, the reliable ship operation is 
of top priority.” The next steps in the project 
will be to set up an interface from the ZF 
transmissions to the EHM system, moni-
tor and collect data from the various com-
ponents of the vessel’s powertrain and then 
analyse the data obtained. More than two 
thirds of MTU’s marine engines have been 
supplied with ZF transmission systems.

Rolls-Royce and ZF are developing an  
electronic monitoring system   

Avoiding unplanned downtime
GEARBOXES | In cooperation with Bach-
mann Monitoring, the German gearbox 

specialist Reintjes has developed a condi-
tion monitoring system which measures 
vibration characteristics to identify possi-
ble component damages or other unusual 
incidents of a gearbox at a very early stage. 
As the gearbox has a longer service life than 
many other parts of the powertrain even 
under heavy strain, highest quality, reli-
ability and longevity are of utmost impor-
tance, the company said. Reintjes sought an 
answer to the question of who is in charge 
of unplanned vessel downtime in case of a 
failure in the machine room if the gearbox 
is not monitored. The sooner Reintjes can 
identify a necessary maintenance based on 
anomalies in the gearbox’s operational con-

dition, the better a downtime can be sched-
uled, it said. Thanks to remote monitor-
ing and a high sampling rate, Reintjes can 
interpret the signals and inform the vessel 
about a service case in advance, the com-
pany added. Simultaneously, it can realise a 
faster spare parts supply as the production, 
based in the headquarters in Germany, 
can start the manufacturing process at an 
early stage. The Argos Cies, a fishing ves-
sel operating in Spain, is already using the 
condition monitoring system successfully, 
helping Reintjes to advance the customer 
business case in the best possible way and 
continuously optimising its products for a 
high user-friendliness.

Argos Cies is equipped with Reintjes gear-
boxes and the condition monitoring system
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Significant reduction  
of commissioning time
MTP The alarm and monitoring system forms a central component on the bridge of every ship. Data can be 
viewed and logged, alarms can be displayed and forwarded to the appropriate department for processing. With 
the Module Type Package (MTP) approach from process technology, the system can be set up much more easily 
and quickly, writes Claus Vothknecht, system manager Process Industry/Marine and Offshore at Germany’s 
Phoenix Contact Electronics GmbH.

T oday, the alarm and monitoring sys-
tem is designed as monolithic soft-
ware. Many different systems and 

thousands of different sensors have to be 
integrated into the system with their spe-
cific physical and software connections. 
The situation in the process industry is very 
similar. There, too, there is a central control 
room from which employees monitor and 
control different processes characterised by 
a large number of sensors and actuators. 

In order to reduce the effort consider-
ably, a cross-company committee under 
the leadership of the associations NAMUR 
and ZVEI has been dealing with this topic 
for about five years. The participants have 
developed a concept for modular automa-
tion of process plants. The approach, which 
is already being used in initial applications, 
is currently being prepared for standardi-
sation in VDE/VDI/NAMUR Guideline 
2658. In the future, it will make it possible 

to design modular process plants, inde-
pendent of manufacturers (Figure 1).

Definition through a modular  
description file
From an engineering point of view, the 
modular automation concept consists 
of standardised components that can be 
merged via a description file. In the private 
sector, printer drivers prove to be a similar 
procedure. As pre-tested components, they 
can be combined with the printer to form 
a system. After parameterisation – i.e., set-
ting the paper format, one- or two-sided 
printing, printing stage – the printer takes 
up its function without time-consuming 
commissioning. The experience gained in 
process technology with modular automa-
tion is now being transferred to ship auto-
mation. Under the leadership of the Me-
chanical Engineering Industry Association 
VDMA – Marine Equipment and Systems, 

a committee of manufacturers, suppliers, 
shipyards, universities and associations has 
adapted the process technology approach 
to shipbuilding. In this context, the neces-
sary components and modules of modern 
shipbuilding are qualified and their auto-
mation including visualisation and alarm-
ing has been defined by a modular descrip-
tion file.

Each module is equipped with a small 
controller so that significant time savings 
can be achieved during engineering on the 
ship and all requirements for the individual 
modules can be met. In this way, the module 
can be put into operation and tested before 
installation, independent of its operation 
within the overall system. This reduces the 
effort during commissioning and thus leads 
to shorter ship construction times (Figure 2).

Use of established  
industry standards
If the pre-tested modules are subsequently 
connected at the shipyard to form a com-
plete system, the modular components 
must be integrated into the ship‘s central 
alarm and monitoring set-up. The descrip-

Figure 1: The modern bridge of the future 
could be built like this   

This is what the alarm and monitoring system looked like in the past Source: Zharate@Shutterstock
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tion file is imported for this purpose. The 
corresponding operating screens including 
the data points are then immediately avail-
able in the alarm and monitoring system. 
It is important to note that the individual 
modules of the different manufacturers can 
be used compatible with each other with 
their different local controls. This is ensured 
by standardisation, which is already used in 
the process industry.

The modules are described in a special 
XML format, which is specified in more 
detail in VDE/VDI/NAMUR Guideline 
2658. The description file is again based on 
industry standards. One of these standards 
is eCl@ss. Each visualisation object is de-
fined here with a unique eight-digit identi-
fication. In this way, all relevant parties al-
ways know exactly which object is involved. 

An agreed list of the objects is pub-
lished in a VDMA standard sheet so that 
no confusion can occur. Another essential 
standard is AutomationML. The XML-
based data format widely used in industry 
defines the structure of the description file. 
AutomationML is already used in factory 
automation and the process industry. 

The modular approach uses OPC UA 
as the communication protocol. For the 
connection of data in the industrial envi-
ronment, the standard proves to be almost 
without alternative. This is because it is 
independent of the operating system and 
can be adapted to devices with completely 
different performance. 

Due to this flexibility, OPC UA is also 
used in control systems, since the protocol 
requires few resources in terms of memory 
space and CPU load. It also comes with 
an alarm system that is an integral part of 
the OPC UA server. The functionality can 
be tested with freely available test tools, 
which simplifies the later integration into 
the alarm and monitoring system on the 
ship. 

Structure of a test facility
In order to transfer the MTP concept from 
the process industry to ship automation, 
the working group determined in a first 
step the size of the common parts and the 
deviations of both applications. After it was 
agreed that the adoption of the process engi-
neering approach was worthwhile, the con-
cept description was examined by a small 
editorial team. In this context, a document 
was produced describing the transfer and 
application of MTP. The process engineer-
ing solution was supplemented by some 
components – for example, visualisation 
objects, while other parts were classified as 
not required. 

In order to be able to test a modular 
automated system in reality, a correspond-
ing facility is currently being set up at the 
Flensburg University of Applied Sciences. 
There, components of different manufac-
turers – for example a scrubber – in combi-
nation with different control arrangements 
in a modular alarm and monitoring system 

are to be examined and the kind of the 
modular structure of such systems be veri-
fied (Figure 3). The AXC F 2152 Axioline 
controller from Phoenix Contact is used as 
the local controller (Figure 4). 

This is an IEC61131-compliant indus-
trial controller that can be optimally adapt-
ed to the task due to the underlying stand-
ard Linux operating system, which has been 
extended by real-time components. Many 
IT components that can be used in paral-
lel are available on the controller - such as 
a web server, OPC UA server or an OPC 
UA-based alarm system. The underlying 
PLCnext Technology ensures that the user 
can distribute these components to the in-
dividual processor cores via a simple con-
figuration. This ensures reliable high per-
formance for both the application and the 
visualisation and alarming systems.    

The modular design described helps to 
reduce commissioning time at the shipyard. 
The pre-tested modules can be quickly and 
easily combined to form a complete system.

Figure 2: Example of a module used in the 
process industry  Source: Jim Reed@Shutterstock

Figure 3: An industrial scrubber could also be designed as a module  Source: wattana@Shutterstock

Figure 4: The security of the Axioline AXC F 2152 controller is based on a trusted platform 
module (TPM) on which user certificates can also be stored
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Digital augmentation, greater efficiency,  
improved profitability
SMART MARINE | Finnish tech-
nology group Wärtsilä has 
launched a digital version of its 
Operational Performance Im-
provement & Monitoring sys-
tem – Operim – which, it said, 
enables improvements in op-
erational performance through 
continuous monitoring and 
reporting of key performance 
indicators and virtual informa-
tion. Data is delivered to system 
users in real time, allowing ap-
propriate and timely manual or 
autonomous decision-making 
in a predictive or adaptive man-
ner. 
The best decisions, based on 
real-time data, are critical for 
effective and competitive op-
eration. Wärtsilä believes it has 
developed “the perfect integra-
tion of human experience and 
modern technology”. Operim, 
it said, enables accurate adjust-
ments to be made to the plant 

or assets being monitored, 
according to sea and weather 
conditions and other external 
factors. Until now, such op-
erating decisions have often 
been made based on assump-
tions which could compromise 

performance and affect profit-
ability. 
The company explained that 
the insights enabled by Operim 
are specific to each asset. An 
application relating to an LPG 
cargo handling system, for ex-
ample, would monitor parame-

ters such as reliquefaction time 
and GPS locations which could 
then be correlated with sea wa-
ter temperatures to assess the 
handling system’s efficiency. 
Findings could then be shared 
across a fleet of similar ves-
sels. Applied to a ballast water 
treatment system, on the other 
hand, Operim would track and 
digitally report treatment op-
erations.
“Wärtsilä is dedicated to en-
hancing the lifecycle perfor-
mance of its products and 
systems with fully integrated 
smart solutions,” commented 
Nicholas Martin, the compa-
ny’s director, Digital Offering, 
Processing Solutions. “We see 
this as a vital step in creating 
the high levels of efficiency 
needed for our customers to 
remain competitive in an in-
dustry that is undergoing rapid 
change.”

Wärtsilä Operim utilises data collection and cloud-based analytics 
to enhance operational performance

Equipment manufacturers can monitor  
components using third-party service
CONNECTIVITY | KVH Indus-
tries Inc has launched a new 
third-party connectivity ser-
vice for remote equipment 
monitoring and interven-
tion by marine equipment 
manufacturers and Internet of 
Things (IoT) application pro-
viders. 
KVH WatchTM will enable 
equipment manufacturers to 
use the connectivity to moni-
tor equipment in real time, 
reducing the need for expen-
sive call-outs, and ensuring 
that equipment functions ef-
ficiently at all times, the com-
pany said.

The service consists of two 
components. Watch Flow is a 
constant machine-to-machine 
data transfer system compat-
ible with all IoT applications 
while Watch Intervention ena-
bles high-speed interaction 
for remote face-to-face sup-
port and equipment access. 
The KVH service is based 
on a monthly subscription 
fee which includes these two 
components, a dedicated IoT 
VSAT terminal, data delivery 
and maintenance. 
KVH Watch is completely iso-
lated from a vessel’s commu-
nications system and includes 

a dedicated local area net-
work, support for equipment 
manufacturers’ virtual private 
networks, and robust authen-
tication for remote-controlled 
access. 
Martin Kits van Heyningen, 
KVH chief executive, said: 
“IoT is essential for maintain-
ing and optimising complex 
equipment at sea, but until 
now, equipment manufactur-
ers have lacked an affordable 
VSAT IoT solution. We fol-
lowed the successful business 
model we established with Ag-
ilePlans® Connectivity as a Ser-
vice, to offer KVH Watch IoT 

Connectivity as a Service for 
one monthly subscription fee.”
The company evaluates perfor-
mance data on 150+ data chan-
nels to enable proactive moni-
toring and rapid response for 
thousands of shipboard VSAT 
terminals. Van Heyningen said 
that this has proved the value 
of the IoT with the company 
successfully identifying and ad-
dressing problems remotely be-
fore seafarers on board vessels 
were even aware of any issues. 
“We believe other equipment 
manufacturers will quickly see 
the advantage of that kind of 
proactive approach,” he said.
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Condition monitoring specialist offers 
fuel testing kit in run-up to 2020
COMPATIBILITY TESTER | 
Parker Kittiwake, a UK-based 
manufacturer of condition 
monitoring equipment, is 
seeing a significant increase 
in demand for its fuel-testing 
product as the IMO’s new fuel 
regulations are now only a few 
months away. 
The Compatibility Tester ena-
bles fuels to be tested on board 
ship for issues including stabil-
ity, compatibility and cat fine 
content in a process that takes 
less than 20 minutes. 
Some experts fear that what 
has now become known as ‘the 
Houston problem’, when more 
than 100 ships taking on fuel 
in the Houston area last year 
were affected by contaminated 
bunkers, could be repeated in a 
range of locations as the IMO’s 
new 2020 regulations on fuel 
sulphur limits enter force and 
bunker suppliers offer new 
blends of compliant very low 
sulphur fuel oil. 
The vast majority of shipown-
ers and operators who have, 
until now, used heavy fuel oil 
with a sulphur content of up 
to 3.5%, are expected to switch 
to these new blends that have 
a maximum sulphur content of 
0.5%.
Parker Kittiwake’s marine ac-
counts manager, Scott Herring, 
explained: “It is crucial that 
these new fuels are managed 
effectively at all key stages of 
supply to allow shipowners 
to mitigate the risks associ-
ated with contamination, in-
stability and incompatibility. 
If left unchecked, instability 
can cause severe problems in-
cluding sludging of fuel tanks, 
filter blockages and excessive 
sludging of the purifier. In the 
worst cases, this can lead to 
catastrophic failure and loss of 
propulsion and power.

Fuel stability, and compat-
ibility with other similar fuels 
supplied in other locations and 
refined from crudes with differ-
ent characteristics, are essential 
for ensuring the operational ef-
ficiency of the engine, Herring 
continued. “With preparation 
in the lead-up to 2020 critical, 
and with so little time remain-
ing, Parker Kittiwake is seeing 
an increasing number of ship-
owners and operators taking 
the crucial steps to tackling fuel 
incompatibility and stability 
issues head on, through quick, 
reliable and effective onboard 
testing,” he added.
The company’s Compatibil-
ity Tester enables shipowners 
and operators to test bunkers 
on board as frequently as nec-
essary. The system provides 
a quick indication of poten-
tial problems, including fuel 
stability, in accordance with 
the Standard Test Method for 
Cleanliness and Compatibility 
of Residual Fuels by Spot Test 
(ASTM D4740).

The sulphur cap 2020 causes bunkering uncertainties Source: Tom Fisk/Pexels
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The impact of digital technologies
BRIDGE SYSTEMS Global shipping is undergoing a digital transformation. On the horizon there may be a 
vision of autonomous ships, but the way forward already offers a multitude of benefits through better integra-
tion, data exchange and simplification. The German navigation system expert Raytheon Anschütz provides 
examples of the impact of digital technologies and the benefits of smarter bridge systems in the short term.

R aytheon Anschütz began its digital 
journey in 2010, when the company 
introduced the world’s first Integrated 

Navigation System (INS) in accordance 
with new IMO performance standards. 

Meanwhile, ten years of experience 
with INS have triggered further develop-
ment and improvements, making INS a 
versatile and extremely efficient platform 
for the digitalised bridge of the future. 
For sure, there are exciting innovations 
to come in the mid-term, including partly 
automated systems, assistance and recom-
mendation systems, data analysis, and re-
mote services. 

Short-term benefits: integration, 
standardisation, simplification
Among the top answers of shipowners on 
the question what they may expect from 
digitalisation are integration, standardisa-
tion and simplification. Latest technology 
already offers systems that meet these re-
quirements, and solutions to other chal-
lenges will be made available in the near 
future. 

 > Simplification: less workload for crews, 
in support of safe operations;

 > Standardisation: easy interfacing and 
better data exchange; 

 > Integration: achieving better informa-
tion with fewer systems.

INS are an excellent example of technology 
benefits today. In the last two years, they 
have made a shift away from the conven-
tional bridge consisting of multiple, hetero-
geneous systems. The state-of-the-art INS 
is now a single, homogenous system based 
on standardised hardware and software-
defined functions. 

In fact, operators no longer have to deal 
with dozens of systems and subsystems, but 
only with one. Software applications like 
(chart-) radar, ECDIS and conning are all 
made available at a dedicated workstation 
in a true “any function, any place” principle. 
Standard network infrastructure and inter-
faces reduce complexity of the system and 
improve integration capabilities.

Further to this, Raytheon Anschütz 
is introducing several new products that 
provide extra benefits: paperless logbook, 
Standard 22 NX Gyro Compass, and 
ECDIS NX. 

Paperless logbook: great  
simplification at high security level
Raytheon Anschütz has developed a 
paper less logbook together with Hamburg 
start-up and Pitch Blue & Digital Logistics 
Award winner NautilusLog. 

The paperless logbook enables ship-
ping companies to save significant admin-
istrative effort while being able to organise 
logbook data at a high security level. Smart 
interfacing ensures that the system can be 
deployed irrespective of the manufacturer 
of the bridge systems. 

While NautilusLog brings a smart-
phone app for the mobile operation of the 
logbook, Raytheon Anschütz developed 
the interface for the automatic recording of 
logbook data, for example using blockchain 
technology, and the concepts for the distri-
bution of the new system.

Standardisation:  
enabling sensor data
More recently, during 2019’s Nor-Ship-
ping, Raytheon Anschütz announced the 
launch of a new gyrocompass. Based on the 
proven design from Standard 22, which has 
become the world’s most popular gyrocom-
pass, the new Standard 22 NX will enter the 
market as the next generation classical gyro. 
Besides offering functional enhancements, 
the compass includes extended interfaces 
that will significantly simplify the integra-
tion of the compass system into the most 
varied environments. Further, configura-
tion, software installation, configuration 
up- and download, and troubleshooting 
will become easier and faster than ever be-
fore, thanks to an integrated webserver.

The interfaces include the Bridge Alert 
Management (BAM) standard as well as 
redundant ethernet interfaces according to 
the IEC 61162-450 standard. 

In 2014 Raytheon Anschütz introduced 
the first navigation radars that distribute a 
raw radar video via Gigabit LAN to any 
connected bridge workstation. Enabling 

In 2010, the first INS was introduced to the market Source: Raytheon Anschütz
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sensor data and status information to LAN 
also provides the base for future develop-
ments: sensors will also become smarter 
and deliver data about their health condi-
tion, performance, or maintenance status.

ECDIS NX: smart integration of 
data and function
The smart integration of data and func-
tion introduced with INS has led to mul-
tiple benefits relating to simplification and 
situation awareness. To name a few: the 
workstation analyses sensor data in the 
network and ensures consistent distribu-
tion of the best set of data throughout the 
network. Targets then have the same desig-
nation at any workplace. Alerts have to be 

acknowledged only once and applications 
can recall favourite user settings for each 
operator. 

Shipowners can easily jump aboard this 
journey and make use of these benefits by 
just installing a single ECDIS workstation. 
Its standardised hardware and network 
infrastructure make it a perfect match for 
retrofit, but each ECDIS NX also includes 
the basic functionality of an INS.

Another advantage of ECDIS NX 
is a clearly structured, modern design. 
ECDIS NX has been designed under con-
tinuous user participation, with numerous 
workshops to collect feedback from mas-
ter mariners, maritime trainers, pilots, and 
other nautical experts. 

As a result, ECDIS NX stands out with 
an intuitive user interface, consistent op-
erational concepts and modern interaction 
patterns such as touch operation, ‘drag and 
drop,’ pins and handles, and context-sensi-
tive help dialogue. 

ECDIS NX is flexible and can integrate 
new, digital features without overloading 
the display or overwhelming the user. This 
is important because ECDIS will most 
likely be the interface to the digital future, 
for example by offering a better situational 
picture of a ship’s environment, by provid-
ing automated voyage planning or route ex-
change services, or by introducing assistant 
functions that will provide help or take over 
routine tasks. 

RAN-Dock: innovation for customers
In order to create new digital features like 
the above, Raytheon Anschütz established 
the RAN-Dock innovation hub in 2018. 
The RAN-Dock is a creative space within 
the Raytheon Anschütz headquarters in 
Kiel, Germany. Employees, trainees and 
maritime professionals use the RAN-Dock 
as a workshop in which they can develop 
new ideas and methods of cooperation out-
side the established business processes. 

Customers are involved early in order 
to test and validate ideas under real world 
conditions. RAN-Dock starts with the 
question: “Can the customer benefit from 
my idea?” instead of investigating only the 
technological possibilities. Promising ideas 
are guided through a modern innovation 
process chain, with the aim of bringing the 
best innovations to the market. 

The paperless logbook was presented at the fourth Schiff&Hafen Maritim 4.0 Conference in 
Hamburg in May

Special advice and forecasts

Our Offshore support

General weather situation, text and graphics

Tabulated forecasts for any position or route

Forecasts for all important weather elements 
in high resolution

Wind forecasts at different levels

On request individual advice by   
qualified meteorologists

Update twice a day

Offshore – Maritime Weather Forecasts

Source: Vestas 

Deutscher Wetterdienst
Postfach 301190
20304 Hamburg
E-Mail: offshore@dwd.de
Internet: www.dwd.de
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Communication system for onboard  
maintenance operations
SHIPZNET RG 300  | With its new mobile 
communication system shipznet RG 300, 
Germany’s Bobz GmbH is enabling video 
support, remote maintenance and many more 
remote applications inside the ship. So far, be-
cause of the shielding, thick steel walls below 
deck prevented mobile radio communication 
and fast Internet, according to the company.
Thus, the established shipznet communica-
tion set-up has been further developed to a 
mobile variant for temporary applications.  
The “remote guidance service connectivity” 
RG 300 is stowed in a handy service case. To 
perform remote maintenance in the engine 
room with additional video support, the port-
able 4G/LTE antenna is activated on the first 

deck. Sufficient cables enable flexibility 
over longer distances e.g., from the upper 
deck through an escape shaft into the gen-
erator room.
The active shipznet antenna ensures a good 
signal quality and high range with up to 
50m cable length.
With special network components below 
deck the range can be increased by 80m 
and thus also during the journey with the 
bulkheads closed network availability is 
guaranteed.
The mobile shipznet solution has already 
been tested on ferries between Sweden, 
Norway and Germany. Also, in Indonesia 
tests were carried out with positive results. 

The service case in hand luggage format 
contains all the necessary components for 
mobile radio communication from the 
machine room to the upper deck

Looking to the future of navigation 
OUTLOOK | In 2019, Sperry Marine is cel-
ebrating its 70th birthday. In the following 
article, Nick Hollaway, technical director, 
Northrop Grumman Sperry Marine, looks 
back at the evolution of navigational sys-
tems and takes a glimpse into the future. 

Current trends
In the course of 70 years, the Sperry Marine 
portfolio has evolved from stand-alone single 
function products, through smart products 
with advanced software features, better user 
interface and integrated sensor data, to smart 
and connected products combining remote 
monitoring, control and optimisation. 
This vision reflects not just the advances in 
technology that can deliver data more wide-
ly and securely, but also the influences on the 
industry, particularly from digital transfor-
mation and the need for sustainability. 
The efficiency gains required to meet long 
term sustainability targets will require ship-
ping to embrace vessel efficiency and voy-
age optimisation on a completely new level 
and will place a stronger emphasis on con-
nectivity to the wider transport and logis-
tics supply chain. 
As a company rooted in the provision of prod-
ucts designed around safety and themselves 
regulated to the highest standards, Sperry 
Marine is thinking more and more about the 

future, what its customers will require and 
how to maintain its legacy of innovation. 
Sperry Marine also recognises that the 
trend towards enhanced connectivity and 
greater use of networks creates further chal-
lenges that must be considered.
In the last decade, the integration of more and 
more sensors into bridge systems has become 
the industry standard, but it has also created 
problems, principally how to avoid users be-
ing overwhelmed with information and data 
that could distract them from their mission. 

Sharing data
One of the next challenges will be to move 
beyond simply pulling and sharing data with 
navigators to simplifying the presentation 
of information in more intelligent ways that 
drive human decision-making. This creates 
the opportunity to share the information load 
with shoreside systems that can process the 
information and present specialist teams with 
options that can support navigators on board.
For some, this path leads inevitably to the era 
of autonomous or remote-controlled ships 
but such an outcome – in mainstream ship-
ping at least – is far from a foregone conclu-
sion. What is likely is that crew numbers will 
be progressively reduced as technology ad-
vances and that a globally connected bridge 
system will be able to have remote operational 

and maintenance support. The critical lesson 
of the past is that things move faster than ex-
pected and often develop in unpredictable 
ways. Shipping needs to think about how to 
absorb and understand these disruptive influ-
ences, embrace new thinking and continue to 
push the boundaries. For Sperry Marine, this 
means that the regulated bridge stays at the 
heart of the vessel but how it integrates to the 
wider industry will change beyond all recog-
nition. 

Integrated navigation
The most recent phase of development has 
seen the company move into provision of a 
‘system of products’, where navigation is inte-
grated more deeply into vessel operations to 
enhance safety and efficiency. This concept, 
known as the Sperry Sphere, will grow from 
being vessel-centric to embracing the logis-
tics and supply chain of the wider maritime 
industry. 
As a ‘system of systems’, the vessel’s opera-
tional technology will in future be connected 
to port and terminal systems for monitoring 
and control and to shoreside vessel manage-
ment for optimisation and maintenance. Data 
services designed to promote optimisation 
and efficiency will be seamlessly connected 
and the operator will be able to share selected 
information with customers and partners. 
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A systematic  
approach  

to cyber security
LAYERED STRATEGY ClassNK’s multi-layered  

cyber security strategy can ensure the safety of ships,  
crews and cargoes
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F rom main engines and propulsion sys-
tems to cargo handling and navigation 
equipment, the common denominator 

for the systems that are critical to safe and 
efficient vessel operation is their reliance 
on computers. Left unguarded, ship sys-
tems are vulnerable to unauthorised inter-
ference, whether through error or by mali-
cious design. 

The International Maritime Organiza-
tion’s first comprehensive response to cyber 
security came in 2016, when the Maritime 
Safety Committee issued an interim circu-
lar to raise awareness and offered owners 
high-level recommendations for safeguard-
ing onboard processes and systems.

The following year IMO adopt-
ed further non-mandatory guidelines 
(MSC.428(98)) that brought cyber risk 
under the purview of a vessel operator’s 
safety management system, in line with 
the objectives and requirements of the 
ISM code. Crucially, evidence that cyber 
risks have been appropriately addressed 
should be available for inspection no later 
than the first annual verification of the 
company’s Document of Compliance after 
January 1st 2021.

While being clear on what is required, 
the MSC’s resolution did not go into detail 
on how companies should assess the risks 
and prepare for achieving the requirements. 
Recognising a need to help vessel operators 
close this gap, ClassNK set about inves-
tigating the threat landscape and the sort 
of workarounds and remedial actions that 
would be needed to protect vulnerabilities. 

The extensive research effort has 
now been distilled and compiled into the 
ClassNK Cyber Security Approach, a guid-
ance document which provides stakehold-
ers with a new and methodical approach for 
assessing their exposure to cyber risk and 
identifies measures to mitigate them. 

In doing so, ClassNK has considered 
risk both from the perspective of operation-
al technology (OT), used for controlling 
machinery and equipment, and informa-
tion technology (IT), used for manipulat-
ing data. As ships become more connected 
and automated, the distinct boundaries 
that traditionally separated OT and IT sys-
tems are becoming increasingly blurred and 
it is no longer possible to tackle one with-
out tackling the other. This necessitates a 
response that balances physical, technical, 
and organisational mitigations.

Accordingly, ClassNK has separated 
its recommendations across five layers, 
touching on different aspects of the cy-

ber security threat. The first layer covers 
controls on software and hardware where 
defences are typically secured techno-
logically. The second covers processes to 
maintain software and hardware integrity, 
which mostly focus on user procedures. 
The third layer addresses the mainte-
nance of those procedures, for example, 
by training. The fourth layer concentrates 
on building resilience into the organisa-
tion framework that underpins vessel 
operations. Importantly, this aligns with 
requirements set out by IACS, BIMCO, 
OCIMF and other industry bodies. 

The fifth layer looks beyond equip-
ment and systems already in service; it is 
instead directed at urging original equip-
ment manu facturers (OEMs) and software 
developers to prioritise security and adopt 
relevant ISO and IEC standards in the de-
sign and testing of new systems. 

These layered guidelines are augmented 
by six annexes that apply to universal aspects 
of the digital infrastructure used on ships: 
access control and authentication; software 
updates; managing portable devices; physi-
cal protection; external communication; 
and software integrity. The salient points 
from these annexes are summarised below.

Annex 1: Access control and  
authentication 
Access control is a first principle of systems 
protection: interference with an electric 
power system can lead to failure/black-out, 
for example; again unauthorised changes to 
a propulsion system may result in it reject-
ing commands from the authorised opera-
tor, and loss of vessel control. 

Access control policies and user authen-
tication methods must be well-designed to 
ensure they achieve their objectives. A sin-
gle username and password combination 
that is shared among multiple crew mem-
bers for the sake of convenience and not 
frequently changed is a weak defence: infor-
mation can be easily passed on to unknown 
parties by contractors visiting the ship or if 
a crew member leaves the company. 

A shortcoming of shared-access policies 
is that, if a problem does occur, it makes it 
hard to track who made what changes to a 
system. Furthermore, most users should 
have no need to modify configuration files 
or alter thresholds for safe equipment op-
eration but, if access is shared, an individ-
ual’s role, function and intended usage may 
not be clear. The level of privilege granted 
should also take account of whether access 
is being granted locally, remotely or over a 

network connection. Multi-factor authen-
tication techniques are recommended for 
highly privileged accounts.

Annex 2: Software updates 
It is a simple reality that software has a 
much shorter shelf-life than physical equip-
ment. With appropriate maintenance and 
care, mechanical systems used on ships can 
– and are expected to – last for years, pos-
sibly decades. Electrical components and 
electronics too are reasonably long-lived. 
Once any teething problems have been 
solved, systems should give several years of 
problem-free service. 

By comparison, as anyone who owns 
a smartphone will confirm, software has a 
much briefer lifespan. Software updates are 
rolled out to provide additional functional-
ity, to fix bugs in existing functionality, and 
to remove security vulnerabilities that have 
come to light since the code was originally 
written. Neglecting to implement these up-
dates in a timely and methodical fashion 
may give rise to situations where unauthor-
ised access to a system becomes possible by 
exploiting lingering vulnerabilities. In the 
case of unfixed bugs, meanwhile, malfunc-
tions or unpredictable behaviour can occur 
in certain scenarios. In either case, opera-
tional safety is put at risk. 

 Fortunately, for vessel owners, the 
updates for shipboard software are much 
less frequent than the apps on a phone. 
However, this does not mean that they are 
less important. In fact, with the safety of a 
multi-million dollar asset at stake, having 
the appropriate update policy and proce-
dures in place is absolutely essential.  

The first step is to perform an audit of 
shipboard software systems and then de-
velop, document and maintain a current 
baseline configuration of these systems. 
These should be treated as live documents 
and should be reviewed periodically, when 
circumstances require (for example, after a 
major system failure) and as an integral step 
in any new software installation. 

Previous versions of baseline configura-
tions should always be retained to support 
roll-back if an update causes unexpected 
results. Before rolling-out an update, it is 
essential to assess the potential knock-on 
impact on other supporting or dependent 
systems. For example, older software from 
OEMs for controlling certain equipment 
may not function correctly, or at all, on the 
latest PC operating systems. In parallel to 
the functionality and compatibility con-
siderations, a security impact analysis >
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should be carried out. In the case of more 
substantial updates, rigorous testing in a 
non-live environment is highly recom-
mended. 

Annex 3: Managing portable  
devices 
Portable devices such as USB memory 
sticks, hard drives and even smartphones 
can all conceal malware that their owners 
know nothing about. When plugged into an 
onboard computer, these digital stowaways 
can slip onto and infect the machine they 
are connected to, and from there spread 
across a vessel’s network. 

These devices can be easily brought on 
board by crew and other personnel, such as 
third-party contractors, and are convenient 
to use, which makes them a particularly dif-
ficult risk to manage. In some cases, they 
have a legitimate function. For example, an 
officer may copy chart updates or voyage 
plans onto a memory stick to transfer them 
from the planning station to the front-of-
bridge ECDIS, or a system integrator may 
use a portable hard drive to install new soft-
ware or transfer supporting documentation 
on board. 

For this reason, in addition to defin-
ing a policy coordinating the responsible 
use and management of portable devices, 
including memory sticks, procedures that 
encourage behavioural change among crew 
should be considered. In educating crew on 
safeguarding measures, it is important to 
emphasise the ‘why’ as much as the ‘how’. 

Simple steps such as physically marking 
media can make a big difference by provid-
ing a visual signal to crew, reminding them 
of distribution limitations and usage cave-
ats. This can be further supported by set-
ting up security perimeters defining areas 
where such media can or cannot be used. 

It is also worth noting that portable de-
vices are not only an entry point for mali-
cious code, but a route for confidential/
sensitive data to leak out of a vessel. One 
way to reduce this risk is for information to 
be encrypted before it is stored and trans-
ported on a portable device. If the device is 
no longer needed, any files must be securely 
deleted before disposal. 

Annex 4: Physical protection
It is possible when considering cyber secu-
rity to focus too closely on electronic access 
to ship’s systems and onboard networks, 
and not give enough attention to the risks 
that can arise from unauthorised physical 
access to hardware or the physical environ-

ment in which systems 
operate.

To this end, a ves-
sel cyber security policy 
should take account facility 
access – who should be al-
lowed where, and when. Onboard 
visitors should always be escorted by a 
trusted member of the crew. Logs should be 
maintained for entry and exit points of criti-
cal infrastructure, such as server rooms and 
other control centres. Keys and lock combi-
nations should be changed periodically.

Monitors and other displays should 
also switch to a neutral lock-screen after a 
specified duration of inactivity to ensure 
that sensitive information is not inadvert-
ently revealed to passers-by. In addition to 
obvious hardware installations, such as PCs 
and user terminals, ‘invisible’ infrastruc-
ture, including cabling and network access 
points should be properly secured. 

As vessels become increasingly de-
pendent on electronic and computerised 
systems for their safe operation, steps 
should be taken to ensure a constant power 
supply. In the event of a primary power 
loss, a short-term uninterruptible back-up 
should take over to facilitate an orderly 
shutdown of discretionary equipment so 
as not to compromise vessel safety. This 
should be supported by a longer-term alter-
native power supply capable of maintaining 
minimally required operational capability 
if primary power cannot be easily restored. 
Server rooms and other control system 
hubs should be protected from water in-
gress, extremes of temperature and humid-
ity and be fitted with appropriate fire-sup-
pression systems. 

Annex 5: External communication 
A fundamental requirement of a cyber se-
curity strategy at sea is to manage the in-
terfaces responsible for connecting a ship’s 
systems to the outside network in order 
to prevent unauthorised access by remote 
third parties. 

This is particularly relevant for main-
taining the integrity of modern navigation 
systems that need to download nautical 
charts and associated data. While accurate, 
up-to-date chart data is vital for safe vessel 
operation, the outside connection – unless 
it is properly configured – provides a door-
way for malicious codes and gives cyber 
criminals an entry point to vessel systems. 

For this reason, it is important that se-
curity-sensitive functions are properly iso-
lated, and that particular attention is paid 

to securing shared system 
resources. Mechanisms for 

shielding against or limiting 
the effect of known attack 

modes, such as denial of ser-
vice attacks, should be employed.

Maintaining clear boundaries be-
tween different parts of onboard networks 
is essential. Subnetworks should be imple-
mented to ensure that publicly accessible 
areas are physically or logically separated 
from zones concerned with vessel opera-
tion.

All traffic destined for outside the 
boundary of the ship’s network should pass 
through designated and managed gateways. 
As a general rule, the number of external 
connections to systems should be kept to 
a minimum, with any unused ports closed. 
Traffic should be monitored for unusual 
or suspicious activity at external and key 
internal boundaries. IT managers should 
also consider what happens if parts of the 
security system fail and take steps to lessen 
the impact. 

Sensitive files and data should always 
be encrypted before transmission. Addi-
tional processes may be needed to handle 
the management – generation, distribu-
tion, storage, access and destruction – of 
cryptographic keys.

Annex 6: Software integrity 
Intrusion detection and anti-virus utilities 
are prerequisites for protecting the integ-
rity of software and any operating system 
modules from executing malicious or erro-
neous operations. Mechanisms to localise 
the effects of any damage from rogue code 
are strongly recommended. 

External threats such as viruses and 
malware arriving over the network are not 
the only culprits. Upgraded software can 
sometimes act erratically or in unexpected 
ways. There are cases of malware being 
introduced through an update. For this 
reason, all software and firmware updates 
should undergo thorough testing to detect 
unusual behaviours before it is deployed in 
a live environment. 

Again, the ship’s network should be 
routinely monitored and an alarm raised 
if unauthorised local, network or remote 
connections are detected. Automated tools 
that maintain logs of such intrusions can be 
helpful to support near real-time and post-
event analysis for plugging previously un-
known security holes.
This text is an edited version of an article first published 
in ClassNK Magazine 85
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Minimising the negatives
EMAIL TRAFFIC As the most universal method of electronic communication yet devised, email is 
inescapable – even at sea. Yet its ubiquity makes it an attractive target for hackers. Marine  
communications specialist GTMaritime says it has plenty of ways of stopping malicious mails stowing 
away on vessels. 

Email has been part of our computing 
lives for more than four decades. It is 
the most reliable, most universal com-

munication method yet devised online. It is 
free and easy to use, everyone understands 
what it is, and it offers a way to reach ab-
solutely anyone. It is no wonder then that 
more than 250 billion messages are hurtling 
around cyber space every day. 

The vast majority of the messages flit-
ting from server to server, however, are junk. 
The offenders include harmless but irritat-
ing marketing spam. However, a significant 
share contain more dangerous payloads. 
Today, seemingly innocent emails can be 
used to trick end users into parting with in-
formation or to click on links which trigger 
malicious activity. Others may target spe-
cific types of user through social engineer-
ing: the email itself does not contain any 
harmful code but the apparent originator 
and method of entry into the network can 
fool the recipient into carrying out a pro-
cess which may result in lost revenue.  
Electronic communication is now more or 
less as embedded in life at sea as it is on land. 
Crew use it for everything: from procur-
ing supplies and spare parts, to submitting 
paperwork to ports and other authorities, 
and discussions with shore-based engi-
neers on how to fix equipment that is not 
behaving as it should. Email can scale from 
short messages to long, and from quick-fire 
conversations to the sorts that unfold over 
weeks and months. This intrinsic flexibil-
ity means nowadays crew contend with the 
same unremitting stream of messages and 
overflowing inboxes as everybody else. 

Modern clients come with features like 
automated prioritisation, thread manage-
ment and one-click unsubscribe that can 
help manage the mountain of messages. 
However, in the constant battle to reduce 
the number of unread messages, users can 
sometimes rush and miss the warning signs 
that expose spoof messages and phishing 
attempts. 

“Dealing with email is an additional 
cognitive burden on crew who already 
shoulder responsibility for ensuring the 
safety of multi-million-dollar vessels,” said 
Jamie Jones, head of Service at GTMari-
time. Integral to the company’s GTMail-
Plus service, for example, is a mail filtering 
system that protects systems from cyber 
threats by continually scanning and sifting 
millions of email messages before they are 
beamed onboard by satellite. 

“Cyber criminals have become much 
more adept at disguising spoof messages,” 
added Jones. “They do their homework 
into their target audience and compose 
messages that are unnervingly realistic and 
plausible. Users need increasingly sophis-
ticated understanding of the content and 
context of every email they receive to sniff 
out a rat – and that’s an unrealistic expecta-
tion, especially when options are available 
to automate that task.”

Today more than 5,000 ships use GT-
Maritime’s technology, which lightens the 
burden on seafarers and protects operators 
against financial loss or worse by employ-
ing techniques that methodically scrutinise 
all incoming traffic and stop suspect mes-
sages from crossing the virtual gangplank. 

As more vessel operators sign up to a 
service that typically acts as a shipowner’s 
first line of defence against cyber threats 
landing on board, the UK-based firm has 
invested heavily in developing its network 
and servers to maximise resilience and up-
grade their sleuthing capabilities. On a typi-
cal day, the company’s mail gateways now 
handle almost 300,000 messages heading 
for ships in a variety of market segments 
worldwide – amounting to 105 million 
messages per year. 

Before mail can enter the GTMaritime 
network, the sending server is checked 
against multiple reputable blacklist or-
ganisations. Servers that do not comply to 
proper configuration standards are denied 
a connection. 

After a connection is established with 
a reputable mail relay server, each inbound 
message undergoes a preliminary inspec-
tion to confirm its originating IP address, 
previous relay servers, sender’s address, do-
main look-ups and to detect unusual mes-
sage headers. Links contained in the body 
of the message are cross-referenced against 
domain blacklist databases.

Any discrepancy or suspect practice 
adds to an overall spam score with messag-
es rejected if they exceed a preconfigured 
threshold. Only after passing this initial in-
spection are messages allowed into the cli-
ent’s relay servers.

Phishing attempts commonly prey on 
recipients who are inexperienced or too 
busy to pay proper attention to what they 
are seeing.  Whilst no software can directly 
control the action of an end user, cyber 
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criminals are practised at using language 
and psychological tricks to coerce users 
into carrying out manual steps which al-
low or initiate harmful activity. A common 
tactic is to threaten users with some sort 
of penalty unless they follow instructions. 
GTMaritime has added functionality de-
signed to evaluate email content and iden-
tify known phishing tactics and warn the 
recipient of suspect content.

The GTMailPlus.Advanced Threat 
Protection (ATP) service introduced deep 
content inspection, which can detect a new 
breed of stealth malware designed to fly un-
der the radar of traditional anti-virus soft-
ware. Deep content inspection works by 
testing the payload’s behaviour in a ‘sand-
boxed’ virtual environment – effectively a 
computer inside a computer – instead of 
simply checking its surface for known sig-
natures.

Crucially, the whole infrastructure is 
designed to be scalable. That is to say, it can 
respond almost immediately to accommo-
date unexpected spikes in traffic, as well as 
coping with a general upward trend in data 
flow between ship and shore as vessel own-
ers increasingly embrace digitalisation. 

GTMaritime also ensures service resil-
ience by operating across multiple servers 
and splitting scanning and filtering across 
five data centres, three in Ireland and two 
in Germany. “This level of infrastructure is 
all about investing in future-proof resilience 
in a way that addresses the steep climb in 
the number of messages and attachments 
darting between ship and shore,” said Jones. 
“Email is now integral to day-to-day vessel 
operation, and this isn’t going to change. In 
fact, we are seeing a steady growth in mes-
sage traffic as owners and operators look to 
embrace digital and IoT technologies.”

Email is also often used as the carrier 
for getting IoT data to shore, as it is always 
available, simpler than a bespoke cloud-
based system and typically requires less 
investment. With no human-in-the-loop, 
these machine-to-machine transmissions 
won’t fall for social-engineering tricks and 
click through links to spoof websites or 
open unsafe attachments.

In fact, whether loved or loathed, email 
is here to stay. “When it was invented more 
than half a century ago so that university ac-
ademics could share their research, security 
wasn’t a priority, because no one foresaw 
the rise of malevolent actors abusing the 
technology for criminal gain,” said Jones. 
“If they had, things might have panned out 
differently. But it’s too late to turn back the 
clock and start again. So, at sea just as much 
as anywhere else, we have to do the best we 
can to adapt and minimise the negatives.”

Email traffic has become a serious hazard on board  Source: GTMaritime
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Bridging the information  
technology gap
IoT In comparison to operational technology and machinery, shipboard networks and computers have so far 
escaped heavy regulation, but according to Tore Morten Olsen, president Maritime at Marlink, IT for smart ships 
will inevitably be far more regulated in the future,  especially in regard to the ever evolving Internet of Things (IoT)

T he maritime Internet of 
Things (IoT) is no longer 
a concept. It is here, and 

ships are becoming smarter. As 
a result, demand for satellite 
bandwidth to provide the con-
nectivity that new operational 
and fleet management plat-
forms depend on continues to 
grow. And with this so does the 
complexity and risk involved 
in the underlying network and 
computing architecture on 
ships. With more and more dig-
italisation, national and interna-
tional legislators are beginning 
to take note, and all signs point 
to more IT legislation in the 
coming years. 

Compliance itself is a key 
convention of our times as 
shipping companies without 

the essential mechanisms in 
place can be penalised finan-
cially if regulations are not fol-
lowed. But is the industry ready 
and perhaps more importantly, 
how can shipowners benefit 
from ensuring IT compliance? 
A recent survey conducted with 
over 200 shipowners and man-
agers showed that there is a sig-
nificant gap between those that 
do IT security properly, and 
those doing the bare minimum. 
Respondents were likely to 
fall into one of four categories 
(Figure 1), with their level of 
awareness, focus and action on 
IT security-related matters run-
ning hand-in-hand with their 
connectivity capabilities.

The survey was conducted 
by interviews with shipowners’ 

CIOs via a third-party survey 
company and augmented by 
discussions with the wider 
industry, Marlink customers 
and its in-house IT engineers. 
While it is no surprise that IT 
management capabilities vary 
widely, the feedback reflected 
that a fair proportion of the 
respondents are not engaging 
with IT security to the level that 
will satisfy existing and new 
regulations.

Much of the requirement 
of new legislature is concerned 
with the collection of data that 
tracks and monitors environ-
mental impact. For instance, 
amendments to MARPOL 
Annex VI on Data Collection 
systems for fuel oil consump-
tion of ships, adopted by reso-

lution MEPC.278(70), entered 
into force on  March 1st 2018. 
Ships of 5,000gt and above are 
required to collect consump-
tion data for each type of fuel 
oil they use, as well as other, ad-
ditionally specified data includ-
ing proxies for transport work. 

The forthcoming IMO 
2020 sulphur cap formulated 
to cut harmful sulphur oxide 
emissions in shipping is anoth-
er example. The IMO has also 
decreed that shipping compa-
nies must integrate cyber risk 
management into their ship 
safety programmes by 2021. All 
of these processes depend on 
the availability of IT networks 
on board.

TMSA 3 (Tanker Manage-
ment Self-Assessment version 
3), meanwhile, is the latest ver-
sion of a programme that en-
courages tanker firms to gauge 
their safety management sys-
tems against key performance 
indicators. This brings IT 
compliance into the fold even 
further given that oil majors al-
ready require compliance with 
these guidelines, making them 
mandatory for tanker operators 
who want to work with them,  
even if the guidelines are not 
mandatory from a legal per-
spective. 

TMSA 3 contains new, 
proactive objectives and pro-
cedures in the area of environ-
mental and energy manage-
ment, and it is expected that 
the measures it introduces will 
be rolled out across other ship-
ping sectors in due course. It 
would be wise, therefore, for 
companies to prepare for 

IT capability among shippers varies widely

>
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MODERN CLASS FOR 
SMARTER OPERATIONS
Today’s market needs a smarter approach – and a classification partner who prioritizes safety. 
Find out how our classification solutions turn possibilities into opportunities – and make your  
operations safer, smarter and greener. 

Learn more at dnvgl.com/maritime

© DVV Media Group GmbH P
er

sö
nl

ic
he

 A
us

ga
be

, ,
 D

V
V

 M
ed

ia
 G

ro
up

 G
m

bH
  B

el
eg

ex
em

pl
ar

, H
am

bu
rg

, K
d.

N
r.

: 9
10

10
10

10
, A

bo
-N

r.
 5

21
92

5.
 W

ei
te

rg
ab

e 
an

 D
rit

te
 u

rh
eb

er
re

ch
tli

ch
 u

nt
er

sa
gt

.



this and other administrative/
operational changes right now, 
by bringing their IT networks 
into line with regulatory stand-
ards and best-practice policies. 

In a fast-paced working en-
vironment where compliance, 
safety, efficiency and awareness 
of the bottom line are dominant 
factors, only a standardised, 
simplified, automated IT envi-
ronment can comprehensively 
monitor, maintain, document 
and manage every element of 
a vessel or fleet’s business. The 
compelling legal reasons to 
keep on top of evolving legisla-
tion call for fully-functioning, 
joined-up IT frameworks in 
which a fleet acts in accordance 
with governmental and indus-
try compliance regulations and 
guidelines. This exercise seems 
far more complex, if not impos-
sible, on a network infrastruc-
ture which is not standardised 
across the fleet. To a large ex-
tent, this boils down to C-level 
focus on the matter by forcing 
changes through the system.

The gap between the Basic 
and Advanced categories in 
Figure 1 needs to be bridged 
if we are to secure shipping’s 
IT networks for new regula-
tions then; but because a well-
thought-out IT strategy is one 

of the pillars that can hold up a 
successful shipping business, it 
is also possible to realise tangi-
ble operational improvements 
that reduce costs and bring 
long-term financial sustainabil-
ity. 

As one example, a Marlink 
customer decommissioned 
an old ERP IT system and re-
placed it with new software 
across more than 100 vessels 
in less than three weeks – all 
remotely and without interven-
tion from crew on board. This 
was made possible by a stand-
ardised IT environment across 
the entire fleet in combination 
with scripting and automation. 

Against the cost of building 
a ship and fueling it, spending 
on IT pales into insignificance. 
But when viewed against a 
company’s bottom line there 
are real savings to be made. 
As more sensors and faster 
connectivity drive the move 
towards smart ships, signifi-
cant operational and financial 
gains are possible by adopting a 
managed approach to IT, with 
the implementation of an IT 
infrastructure library (ITIL) 
framework. In a maritime en-
vironment in which full-scale 
digitalisation, with cloud-based 
applications at its heart, is fast 

becoming the norm, building 
and maintaining resilient IT 
networks is a fundamental ne-
cessity for shipping companies 
and ship managers faced with 
the ever-present conundrum of 
increasing productivity while 
cutting costs. 

The key is in standardis-
ing, simplifying and automat-
ing vessel IT management to 
ensure that vessel networks are 
online 24/7. This is achieved 
by automatically delivering and 
installing security software up-
dates, via email or over-the-air, 
for onboard workstations and 
servers – with an option for au-
tomatic updates from a central 
point within a vessel’s network 
to cover occasions when Inter-
net updates cannot be accessed. 
It is also prudent to deploy the 
same process for security soft-
ware updates ‘over-the-air’ to 
update systems almost in real-
time as done onshore.  

A simple Windows update 
at headquarters and across 
global branches can be con-
ducted with relative ease, en-
suring all PCs are up-to-date 
and secure at the very founda-
tion. It could take up to a year 
to complete the update roll-
out across a fleet using physi-
cal media and by that point 

there will be several more in 
the queue. With a managed, 
fully automated roll-out of up-
dates from shore, the process 
can take just a few days. And 
should there be issues with 
specific computers following 
updates or just in general use, 
they can be remotely cleaned 
and formatted in a matter of 
hours.

A highly resilient back-up 
system enabling easy data re-
covery, which could prevent 
vital business data from being 
lost in the event of crew er-
ror, equipment malfunction 
or damage, is another critical 
aspect of IT compliance and 
effectiveness. Additionally, 
it is now possible to conduct 
fleet-wide computer scan-
ning of components including 
hardware, software, event logs 
and even offsite network items 
including printers and routers 
which also helps the documen-
tation side of  future IT compli-
ance. 

Integration of the above in 
a user-friendly dashboard of-
fers the ability to oversee in 
detail the network health status 
across an entire fleet. Viewed 
holistically, taking the IT focus 
to level four engenders not only 
compliance, but can also mas-
sively reduce the IT man-hours 
a shipowner must allow for in 
his annual budget. There is, in 
fact, a noticeable absence of 
the ‘human-in-the-loop’ when 
IT compliance is in question, 
so as well as the reduced costs 
overall, automation provides 
for fewer errors and indeed 
enables a more cyber-secure 
environment on board. 

It does not matter which 
comes first; investment to en-
sure compliance or investment 
for long-term IT management 
cost reductions. Both come as 
a package. While some ship-
owners are ahead of the game, 
others stand to lose their com-
petitive edge as their customers 
look to work with partners that 
can already prove and docu-
ment IT compliance today.

Figure 1: Shipowners’ ability to operate resilient and secure IT networks across their fleets depends on 
the level of satellite connectivity that they have invested in   Source: Marlink
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Cloud-based ship-shore 
decision support tool

RISK MANAGEMENT | Den-
mark’s Danelec Marine has 
unveiled a new decision sup-
port system to monitor op-
erations on the bridge, record 
them and transmit data from a 
ship’s navigation systems and 
sensors to shore offices. The 
company’s cloud-based Bridge 
Operational Quality Assurance 
(BOQA) tool is integrated with 
the DanelecConnect Internet of 
Things (IoT) platform. 
Data transmitted through the 
DanelecConnect hub will be an-
alysed to identify any variations 
from normal operating param-
eters. The company claims that 
BOQA will enhance maritime 
safety and enable shipping com-
panies to create a formal proac-
tive approach to operational risk 
management in ship navigation 
practices and procedures.  
Revealing that the system is 
currently undergoing tests on 
board vessels from five dif-
ferent shipping companies, 
Danelec Marine CEO, Hans 
Ottosen, said that the integrat-
ed system will provide easy 
cost-effective access to ship-
board data for less than one 
dollar a day in satellite trans-
mission costs. The system, he 
said, is broadly similar to Flight 
Operations Quality Assurance 
(FOQA) systems widely used 
in commercial aviation. Elec-
tronic data is monitored, trig-
gering real-time alerts if neces-
sary and providing a basis for 

post-event analysis, feedback 
and training.   
“The airline industry employs 
FOQA very extensively,” he 
said, “and pilots use it as a 
proactive learning tool. Our 
ambition is to bring this same 
option to ship officers.”
The Danelec BOQA, which is 
based on a concept first intro-
duced in a paper to the IMO 
by the Oil Companies Interna-
tional Marine Forum in 2013, 
entitled ‘The Proactive Use of 
Voyage Data Recorder Infor-
mation, monitors data in six 
event categories – navigation, 
AIS, compliance, weather, mo-
tion and customised safety. It 
can be set up to provide daily 
reports and/or instant alerts in 
each event category. 
Examples of events that could 
trigger alerts in the navigation 
category, for example, are de-
partures from the ECDIS ac-
tive route, penetration of no-
go zones and deviations from 
speed and heading. AIS data 
helps to manage collision risks 
and the system also captures 
and provides alerts on high-
wind events and likely heavy 
weather on a ship’s route. Mo-
tion events such as list, roll, 
rate of turn and transverse ac-
celerations are also monitored.

Danelec’s core competence lies in sophisticated voyage data 
recorder (VDR) technology; shown is the company’s  
DM 100 VDR Source: Danelec

Ship-wide computer access 
with IHSE KVM solutions

IHSE solutions reliably connect 
crews to on-board computers and 
equipment. KVM systems enable 
operators to share resources and 
content - regardless of their physical 
location. Delivering flexible computer 
access, in real-time, and with optimum 
security and protection. 

www.ihse.com
info@ihse.com

ONBOARD 
CONNECTIONS
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Will autonomous ferries bridge 
the gap between aspiration and 
achievement?
COLLABORATIVE PROJECT Integrated technology is being finessed in a bid to make ferry crossings and 
docking procedures safer, greener, more efficient and more cost-effective – as demonstrated by a collaborative 
project in eastern Norway between Kongsberg Maritime and the Torghatten-subsidiary Bastø Fosen

I n June 2018, the Telegraph reported that 
Norway had become the first country 
to trial an autonomous ferry – in this in-

stance, a Trondheim-based, half-scale, driv-
erless prototype conveying pedestrians and 
their bicycles a distance of 320ft across a wa-
terway, in a voyage lasting a mere 60 seconds. 

Fast forward to 2019 and Kongsberg 
Maritime reveals that it has been working 
closely for some time with the Norwegian 
ferry company Bastø Fosen to develop an 
autonomous ferry system for the 10.5km 
Oslofjord crossing between Horten in Vest-
fold and Moss in Østfold, Norway, with 
particular emphasis on moving ferries to 
and from the quay.

The Horten-Moss crossing is one of 
the most heavily frequented ferry routes 
in Norway and represents the country’s 
largest inland ferry link. Three point seven 
million passengers and 1.8 million vehicles 
use the service every year, so the need to 

optimise the infrastructure in terms of pas-
senger and vessel safety, smart route man-
agement, reduced energy consumption and 
consistently efficient, fail-safe docking pro-
cedures has always been paramount.

It transpires that the autonomous ferry 
idea had been floated as long ago as Novem-
ber 2017, when Kongsberg Maritime senior 
sales manager Roger Trinterud visited the 
transportation company Torghatten with 
a view to applying the same sensor and in-
tegration technology to ferries that Kongs-
berg was implementing on Yara Birkeland, 
soon to become the world’s first autono-
mous, zero-emission container vessel. 

Crucially, the collaboration has never 
focused on unmanned ferries. The goal is 
to strengthen the focus on safety for pas-
sengers and crew, consistency in service 
and low energy consumption, in the form 
of providing operational support to ships’ 
captains.  

Following input from Bjørn 
Laksforsmo, Torghatten’s senior vice presi-
dent of Maritime Operations, the notion 
quickly snowballed. Kongsberg began plan-
ning an autonomous ferry project with its 
sensor fusion processes at its core. The aim 
was to produce a navigational system that 
would enhance situational awareness and 
consequent decision-making for ferry cap-
tains and crews, but the primary focus was 
upon the essential integration of an ingen-
ious auto-docking system. An ambitious 
remit, but one which rapidly started to take 
shape with the assistance of Bastø Fosen.

A cooperation agreement was initi-
ated between the two companies, under 
the terms of which Bastø Fosen pledged to 
provide Kongsberg with a ferry and crew 
during the all-important development and 
testing stages. Kongsberg duly set to work 
installing sensors and logging equipment 
on board one of Bastø Fosen’s six ferries, 

The autodocking process takes variables, such as wind and currents into account Source: Kongsberg
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with the intention of combining data har-
vested from this apparatus with crew com-
ments and suggestions to form the basis of 
the new system’s functionality.

As expected, observations issued by the 
crew were illuminating. When prompted 
to nominate the most pressing challenges 
they faced when docking a ferry, they unan-
imously pointed out that the sheer number 
of dockings carried out every day, in vary-
ing weather conditions, made it very diffi-
cult to ensure that the necessary procedures 
could be enacted in a consistently safe and 
efficient manner, with collision avoidance 
and seamless manoeuvring as fundamental 
imperatives.

In designing a suitably dynamic auto-
docking system, Kongsberg built flexibility 
into the technology so that captains and 
crews could tailor the solution to their own 
preferential docking methodology. It was 
also imperative that the interface should 
be completely intuitive to use. This inter-
operability was a key aspect of the system, 
the idea being that automated arrival and 
departure manoeuvres would be attentively 
monitored by the captain and crew, and 
that autonomy would be deployed to sup-
port and assist crew members in their roles, 
as opposed to replacing them. 

“I think that society today is completely 
accepting of this type of modern tech-
nology,” said Øyvind Lund, Bastø Fosen 
CEO. “For many years now, planes have 
been landing with the use of autonomous 
solutions, and it is about time that similar 
technology was also deployed in shipping, 
especially in the ferry business. At the same 

time, it is important for us to communicate 
to our passengers that every docking will 
be carefully supervised by our experienced 
navigators.

“The benefits are incontestable. Our 
ferries depart every 20 minutes, so if we 
can have auto-docking that works equally 
across the fleet, no unnecessary time will 
be wasted in the docking procedure. In ad-
dition, having a consistent docking pattern 
will be perceived by the passengers and 
navigator as extremely safe.”

Kongsberg’s accumulated expertise in 
the development of autonomous arrange-
ments has been fully demonstrated in the 
ferries’ auto-docking system, supplying a 
service intended to reduce the possibil-
ity of human error significantly by offering 
precisely the same docking process every 
time, while still taking into consideration 

variable parameters such as wind, current, 
conditions and different approach angles. 

However, only in-situ testing would de-
finitively show the extent of the system’s ef-
fectiveness. The first such test, carried out 
on Bastø VI in autumn 2018, proved to be a 
complete success. “It was an incredible ex-
perience,” said Bastø VI Captain Svein Erik 
Waksaas, “a completely new situation. You 
just sit in the chair and monitor the whole 
operation.” An-Magritt Tinlund Ryste, KM 
project manager, added: “I was very excited 
that we could achieve this, particularly the 
smooth approach to the dock. To see the 
Captain sitting there all relaxed and smil-
ing, just supervising, was a great moment.” 

“The feedback from Bastø Fosen was 
that the system delivered exactly what they 
need,” said Roger Trinterud. “It will aug-
ment their capabilities, giving them a plat-
form to improve safety and the passenger 
experience even further. The auto-docking 
technology draws upon the combined 
knowledge of various departments within 
the company. As well as autonomous func-
tionality, sensing and communication ex-
perts from Kongsberg Seatex, there were 
product advisors from Integrated Bridge 
Systems, Dynamic Positioning and Propul-
sion Control, plus lead software and hard-
ware engineers from Conversions and Up-
grades, all contributing to the development 
of the solution and delivering a successful 
first trial.”

Kongsberg’s autonomous system will 
also ensure that Bastø Fosen’s ferries fol-
low the optimal route between Horten and 
Moss, taking account of weather conditions 
and volume of traffic. “The main goal of the 
autonomy controller for navigation is to pro-
vide a safe and validated route,” Trinterud 
pointed out. “The route is then sent to Autonomous systems help provide a safe route 

Ferries are best suited for testing autonomous systems

>

Ship & Offshore | SmartShip | 2019 29
© DVV Media Group GmbH P
er

sö
nl

ic
he

 A
us

ga
be

, ,
 D

V
V

 M
ed

ia
 G

ro
up

 G
m

bH
  B

el
eg

ex
em

pl
ar

, H
am

bu
rg

, K
d.

N
r.

: 9
10

10
10

10
, A

bo
-N

r.
 5

21
92

5.
 W

ei
te

rg
ab

e 
an

 D
rit

te
 u

rh
eb

er
re

ch
tli

ch
 u

nt
er

sa
gt

.



the manoeuvring system to follow the pre-
set. During the route calculation, the vessel’s 
capabilities become a part of the total con-
sideration, and in this way, the autonomy 
controller is very closely linked with the 
auto-docking function.” 

Looking ahead, Kongsberg and Bastø 
Fosen are already considering the potential 
of automatic interaction between the com-
pany’s ferries, whereby the autonomous sys-
tem would enable them to share operational 
data analytics for the benefit of the whole 
fleet. Roger Trinterud said that technologi-

cal developments are also being examined 
for other ferry types. “The double-ended 
commuting ferry is a special application. 
More development is foreseen both in the 
manoeuvring control system and in sensors 
with relative measurements to the quay. As 
long as the vessel has sufficient manoeu-
vring capabilities, the auto-docking feature 
will be available as the solution and is not 
connected to any dedicated vessel type. 
We’re working with possibilities ranging 
from small ferries with two azimuth thrust-
ers to large RoPax vessels with propellers, 

shafts and rudders.” It requires no leap of the 
imagination to see that Kongsberg’s work 
on an autonomous ferry system is wholly 
indicative of an industry-wide trend that is 
already dedicated to enhancing fleet man-
agement, driving down fuel consumption 
and improving processes for seafarers, as 
Trinterud acknowledged. “Our autonomy 
programme also gives us sophisticated func-
tionality that will increase safety on manned 
vessels. Our present development project is 
a small but important building block in the 
overall route towards increased autonomy.”

One Sea alliance gains new members

COLLABORATION | Finland-based One Sea 
has boosted its membership by signing up 
satellite communications company Inmar-
sat and NYK Group research subsidiary, 
MTI, as full members, and the Royal In-
stitution of Naval Architects as an associ-
ate member. One Sea describes itself as ‘a 
high-profile ecosystem with a primary aim 
to lead the way towards an operating au-
tonomous maritime ecosystem by 2025’. 
Members include ABB, Cargotec, Ericsson, 
Kongsberg and Wärtsilä.
Stefano Poli, Inmarsat VP Business Devel-
opment, explained: “Inmarsat is joining 
One Sea in recognition of the special value 
it sees in initiatives that adopt a targeted 
and goal-based approach to autonomous 

shipping and its beneficial technologies. 
One Sea is emerging as a strong voice on in-
teroperability and standards that the wider 
industry is listening to. As Inmarsat con-
tinues to roll out the high-speed maritime 
broadband service that will enable and pro-
tect shipping’s digital future, it is critical we 
support the alliances enabling integration.”
Japan’s NYK and its group companies 
MTI Co Ltd and Japan Marine Science 
Inc have been collaborating with nautical 
instrument manufacturers to develop auto-
mated ship navigation technologies. Tests 
on board a tug operated by NYK subsidi-
ary Wing Maritime Service Corporation 
are scheduled for the second half of 2019. 
Päive Haikkola, joint head of One Sea, 

commented: “We are delighted to welcome 
the largest global provider of ship-to-shore 
connectivity, the R&D arm of the largest 
shipowners in the world and the industry’s 
leading professional body for naval archi-
tects. Members have complete freedom to 
innovate and develop their own cost-effi-
cient autonomous ship solutions inside an 
alliance which is nonetheless committed to 
harmonising technical standards.”
One Sea will manage access to an area of 
sea, Jaakonmeri, dedicated to testing au-
tonomous maritime traffic, vessels or relat-
ed technologies. Jaakonmeri is open to all 
companies, research institutes and others 
and offers opportunities to carry out tests 
in ice conditions during winter.

One Sea’s aim is to create an autonomous maritime ecosystem 
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Deck equipment

3 Engine components 12 Construction + 
consulting

4 Corrosion protection 13 Cargo handling  
technology

5 Ship’s equipment 14 Alarm + safety equipment

6 Hydraulic + pneumatic 15 Port construction

7 Onboard power supplies 16 Offshore + ocean 
technology

8
9

Measurement + 
control devices
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communication
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Maritime services
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The Buyer’s Guide serves as market review and source of supply listing.  
Clearly arranged according to references, you find the offers of international 
shipbuilding and supporting industry in the following 17 columns.
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III V
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2 Propulsion plants

2.01 ENGINES

MarParts: Spare Parts & Components 
for Main & Auxiliary Engines

Maridis GmbH, Friedrich-Barnewitz-Straße 4c
18119 Rostock, Germany 

Phone: +49 381 77 89 38 80
spareparts@maridis.de • www.maridis.de

2.02 GEARS

Propulsion systems with power ratings 
from 250 up to 30,000 kW

REINTJES GmbH 

Eugen-Reintjes-Str. 7
D-31785 Hameln
Tel. +49 (0)5151 104-0 
Fax +49 (0)5151 104-300
info@reintjes-gears.de • www.reintjes-gears.com

2.06 RUDDERS + RUDDER SYSTEMS

Wendenstraße 130 • D-20537 Hamburg
Tel.: +49-40 711 80 20 • Fax: +49-40 711 80 221

e-mail: oceangoing@vdvms.com
www.damenmc.com

Rudders and Steering Gear •
Nozzles • Winches • Energy Saving Devices

2.09 EXHAUST SYSTEMS

Exhaust Gas Purifi cation Systems
Diesel Particulate Filters / SCR Catalysts

Hug Engineering AG
Im Geren 14 • CH 8352 Elsau

Phone +41 52 368 20 20
info.ch@hug-engineering.com • www.hug-engineering.com

A FAURECIA COMPANY

3 Engine components

3.05 STARTERS

DÜSTERLOH Fluidtechnik GmbH
Abteilung Pneumatik Starter

Im Vogelsang 105
D-45527 Hattingen
Tel. +49 2324 709 - 0 • Fax +49 2324 709 -110
E-mail: info@duesterloh.de • www.duesterloh.de

Air Starters for Diesel and
Gas Engines up to 9.000 kW

www.nk-air.com
Neuenhauser Kompressorenbau GmbH
Spangenbergstraße 20 | D-49824 Ringe/Neugnadenfeld 
Tel: +49(0)5944 9301-200 | Fax: +49(0)5944 9301-202
E-mail: nk@neuenhauser.de

TDI Compressed Air Starter for 
Diesel and Gas engines up to 300l displacement

3.07 FILTERS

Boll & Kirch Filterbau GmbH
Siemensstraße 10-14 • 50170 D-Kerpen 
Phone +49 2273 562-0 • Fax: +49 2273 562-223
E-mail: info@bollfilter.de • www.bollfilter.com

Automatic, Duplex and Simplex Filters for 
Lubricating Oil, Fuel and Sea Water

Fluid management for heavy diesel engines

HYDAC INTERNATIONAL GMBH
Industriestraße • D-66280 Sulzbach/Saar

Telefon +49 (0) 6897 509-01
Fax +49 (0) 6897 509-454  

E-Mail: info@hydac.com • www.hydac.com

3.10 INJECTION SYSTEMS

High pressure fuel injection systems up to 2.500 bar
for diesel engines from 1.000 to 40.000 kW

Porschestrasse 8 • D-70435 Stuttgart
Tel.  +49 711 / 8 26 09 - 0
Fax  +49 711 / 8 26 09 - 61

sales@lorange.com • www.lorange.com

5 Ships‘ equipment

5.09 WASTE DISPOSAL SYSTEMS

Kloska Technical Marine Sales GmbH
Marlowring 24 · 22525 Hamburg

Tel.:+49(0)40 - 219060 - 0 · Fax: - 20
Email: spareparts@kloska.com · www.kloska.com

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Gas/Diesel  Engines and
Combined Heating Plants (CHP) Service

Diesel- and Gas Engines,
Combined Heating Plants (CHP), Service

Guide Bearing Stock and Production

Spare Parts and Components for
Auxiliary and Main Engines

Membrane Supported
Biological Sewage Treatment Plants

BIO-SEA by BIO-UV
Ballast Water Treatment Systems

Oily Water Separator

KTMS
Kloska Technical

Marine Sales GmbH

Water
Treatment

Water
Treatment

Water
Treatment

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Oil / Water / Fuel Test Kits
Engine Diagnostic

Partner of

5.10 OIL SEPARATION

Kloska Technical Marine Sales GmbH
Marlowring 24 · 22525 Hamburg

Tel.:+49(0)40 - 219060 - 0 · Fax: - 20
Email: spareparts@kloska.com · www.kloska.com

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Gas/Diesel  Engines and
Combined Heating Plants (CHP) Service

Diesel- and Gas Engines,
Combined Heating Plants (CHP), Service

Guide Bearing Stock and Production

Spare Parts and Components for
Auxiliary and Main Engines

Membrane Supported
Biological Sewage Treatment Plants

BIO-SEA by BIO-UV
Ballast Water Treatment Systems

Oily Water Separator

KTMS
Kloska Technical

Marine Sales GmbH

Water
Treatment

Water
Treatment

Water
Treatment

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Oil / Water / Fuel Test Kits
Engine Diagnostic

Partner of

5.11 BALLAST WATER MANAGEMENT

Boll & Kirch Filterbau GmbH
Siemensstraße 10-14 • 50170 D-Kerpen 
Tel.: +49 2273 562-0 • Fax: +49 2273 562-223
E-Mail: info@bollfilter.de • www.bollfilter.de

Ballastwasseraufbereitung | Ballast Water Treatment

Ballast Water Management

HYDAC INTERNATIONAL GMBH
Industriestraße • D-66280 Sulzbach/Saar

Telefon +49 (0) 6897 509-01
Fax +49 (0) 6897 509-454  

E-Mail: info@hydac.com • www.hydac.com

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Kloska Technical Marine Sales GmbH
Marlowring 24 · 22525 Hamburg

Tel.:+49(0)40 - 219060 - 0 · Fax: - 20
Email: spareparts@kloska.com · www.kloska.com

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Ocean Clean GmbH
Zum Kühlhaus 5 · D-18069 Rostock

Tel.: +49(0)381 - 811-2930 · Fax: - 2939
Email: info@oceanclean.de · www.oceanclean.de

Gas/Diesel  Engines and
Combined Heating Plants (CHP) Service

Diesel- and Gas Engines,
Combined Heating Plants (CHP), Service

Guide Bearing Stock and Production

Spare Parts and Components for
Auxiliary and Main Engines

Membrane Supported
Biological Sewage Treatment Plants

BIO-SEA by BIO-UV
Ballast Water Treatment Systems

Oily Water Separator

KTMS
Kloska Technical

Marine Sales GmbH

Water
Treatment

Water
Treatment

Water
Treatment

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

EC-CONFORMITY
MARINE EQUIPMENT

DIRECTIVE

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Oil / Water / Fuel Test Kits
Engine Diagnostic

Partner of

Your ad in the 
right place

Your representative: 
Lisanne Groß
lisanne.gross@dvvmedia.com
Phone: +49 (0) 40 237 14 - 248

For further information please visit: 
www.shipando� shore.net

Your ad in the 
right place

Your representative: 
Lisanne Groß
lisanne.gross@dvvmedia.com
Phone: +49 (0) 40 237 14 - 248

Your representative for
Singapore / Indonesia / Malaysia / Vietnam: 

John Bodill
Phone: +65 / 6719 8022 • Mobile: +65 / 9622 0669

john.bodill@marimark.com.sg

For further information please visit: 
www.shipando� shore.net

Place your ad campaign with confidence

Your representative for 
UK / Ireland: Bernard Steel
Phone: +44   /    14 44   / 41 42 93

bernardsteel@uktpl.com

For further information please visit: 
www.shipando� shore.net

Make sure your ad counts
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2.01 Rubrik:
Propulsion plants
(Engines)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

5.09 Rubrik:
Ship´s Equipment
(Waste Disposal Systems)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

5.10 Rubrik:
Ship´s Equipment
(Oil Separation)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

5.11 Rubrik:

(Ballast Water Management)
Ship´s Equipment

6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

8.09 Rubrik:
Measurement + pneumatic
(Test Kits)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

2.01 Rubrik:
Propulsion plants
(Engines)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

5.09 Rubrik:
Ship´s Equipment
(Waste Disposal Systems)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

5.10 Rubrik:
Ship´s Equipment
(Oil Separation)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

5.11 Rubrik:

(Ballast Water Management)
Ship´s Equipment

6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

8.09 Rubrik:
Measurement + pneumatic
(Test Kits)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

2.01 Rubrik:
Propulsion plants
(Engines)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

2.01 Rubrik:
Propulsion plants
(Engines)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

5.09 Rubrik:
Ship´s Equipment
(Waste Disposal Systems)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

5.10 Rubrik:
Ship´s Equipment
(Oil Separation)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

5.11 Rubrik:

(Ballast Water Management)
Ship´s Equipment

6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore
4 Ausgaben (China, Greece, Greentech, China)

2.13 Rubrik:
Propulsion plants
(Service and Spare Parts)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

3.02 Rubrik:
Engines and Engines Components
(Guide and Roller Bearings)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

8.09 Rubrik:
Measurement + pneumatic
(Test Kits)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

III
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de5.16 REFUELLING SYSTEMS

On board helicopter and boat refuelling
systems for aviation fuel, petrol and diesel

Alfons Haar Maschinenbau GmbH & Co. KG
Fangdieckstraße 67
D-22547 Hamburg
Tel. +49 (40) 83391-0
Fax +49 (40) 844910
Sales@alfons-haar.de 

www.alfons-haar.de

6 Hydraulic
+ pneumatic

6.01 PUMPS

KRACHT GmbH
Gewerbestr. 20 • D-58791 Werdohl

Tel. +49(0)2392.935 0 • Fax +49(0)2392.935 209
info@kracht.eu • www.kracht.eu

Gear Pumps – Flow Measurement – Hydraulics

Bilge and ballast ejectors/eductors

Körting Hannover AG 
    +49 511 2129-446    

st@koerting.de

www.koerting.de

↗Leistritz Pumpen GmbH | Markgrafenstr. 36-39   
 D 90459 Nuremberg | Phone: +49 911 4306 - 0 
  pumps@leistritz.com | www.leistritz.com

Screwpumps & Systems

anzeige_de.indd   1 20.10.16   16:14
6.02 COMPRESSORS

Neuenhauser Kompressorenbau GmbH
Spangenbergstraße 20
D-49824 Ringe/Neugnadenfeld
Tel: +49(0)5944 9301-200  Fax: +49(0)5944 9301-202
E-mail: nk@neuenhauser.de

www.nk-air.com
Starting Air, Working Air and Control Air Compressors, 

Air Receivers with Valve Head, Compressed Air Treatment

J.P. Sauer & Sohn Maschinenbau GmbH 
P.O. Box 92 13, 24157 Kiel/Germany

P H O N E  +49 431 3940-0 
F A X  +49 431 3940-24 
E - M A I L  info@sauercompressors.de

www.sauercompressors.comwww.sauercompressors.com

Air- and water-cooled compressors, air receivers, 
compressed air dryers and accessories

6.05 PIPING SYSTEMS

STRAUB Werke AG
pipe couplings
Straubstrasse 13
CH - 7323 Wangs

Tel. +41 81 725 41 00        straub@straub.ch
Fax +41 81 725 41 01        www.straub.ch

STRAUB pipe couplings
and pipe system solutions

8 Measurement + 
control devices

8.02 PRESSURE MONITORING

MarPrime: Performance/Pressure/
Power Measurement & Reporting

Maridis GmbH, Friedrich-Barnewitz-Straße 4c
18119 Rostock, Germany 

Phone: +49 381 77 89 38 80
maridis@maridis.de • www.maridis.de

8.04 LEVEL MEASUREMENT SYSTEMS

Barksdale GmbH
Dorn-Assenheimer Strasse 27 • D-61203 Reichelsheim
Tel: +49 (0) 6035 - 949 -   0 • Fax: +49 (0) 6035 - 949 - 111 

e-mail: info@barksdale.de • www.barksdale.de

Sensors & Switches to control
Pressure, Temperature, Level, Flow

8.05 FLOW MEASUREMENT

KRACHT GmbH
Gewerbestr. 20 • D-58791 Werdohl

Tel. +49(0)2392.935 0 • Fax +49(0)2392.935 209
info@kracht.eu • www.kracht.eu

Gear Pumps – Flow Measurement – Hydraulics

8.09 TEST KITS

Test kits, autom. monitoring systems,
sampling devices, ultrasonic cleaning

Martechnic GmbH
Adlerhorst 4
D-22459 Hamburg
Tel. +49 (0)40 85 31 28-0
Fax +49 (0)40 85 31 28-16
E-mail:   info@martechnic.com
Internet: www.martechnic.com

8.12 AUTOMATION EQUIPMENT

NORIS Group GmbH
Muggenhofer Str. 95
90429 Nuremberg / Germany
Phone: +49 (0)911 3201 - 0
Fax: +49 (0)911 3201 - 150
Mail: info@noris-group.com
www.noris-group.com

Monitoring & remote control of propulsion 
machinery, sensors, control devices, indicators

9 Navigation 
+ communication

9.04 NAVIGATION SYSTEMS

Manufacturer of finest marine chronometers,
clocks and electrical clock systems

Gerhard D. WEMPE KG
Geschäftsbereich Chronometerwerke 
Steinstraße 23 • D-20095 Hamburg
Tel.: + 49 (0)40 334 48-899
Fax: + 49 (0)40 334 48-676
E-mail: chrono@wempe.de
www.chronometerwerke-maritim.de

11Deck
equipment

11.01 CRANES

d-i davit international-hische Gmbh
Sandstr. 20
D-27232 Sulingen
Tel. +49 (0) 4271 93 44 0
e-mail:   info@di-hische.de
Internet: www.di-hische.de

Cranes, davits and free-fall systems
Your representative for

The Netherlands / Belgium / Italy: Antony Stein
Phone: +44   /   1892 512777

tony.r.stein@btinternet.com

For further information please visit: 
www.shipando� shore.net

Place your ad campaign with confidence

www.shipandoffshore.net

www.shipandoffshore.net

© DVV Media Group GmbH P
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de Global Davit GmbH 

Graf-Zeppelin-Ring 2 
D-27211 Bassum
Tel. +49 (0)4241 93 35 0 
Fax +49 (0)4241 93 35 25
e-mail:   info@global-davit.de
Internet: www.global-davit.de

Survival- and Deck Equipment

12Construction 
+ consulting

12.01 CONSULTING ENGINEERS

Design – Construction – Consultancy
Stability calculation – Project management

Naval architects
Marine engineers

info@shipdesign.de · www.shipdesign.de · Hamburg

SHIP DESIGN & CONSULT

14 Alarm + safety 
equipment

14.01 LIFEBOATS + DAVITS

d-i davit international-hische Gmbh
Sandstr. 20
D-27232 Sulingen
Tel. +49 (0) 4271 93 44 0
e-mail:   info@di-hische.de
Internet: www.di-hische.de

Cranes, davits and free-fall systems

Boats & Davits - Safety is our mission

Industriestr. 2
D-27804 Berne/Germany
Tel. +49 (0) 4406/942-582
Fax +49 (0) 4406/942-4582
e-mail: boats@fassmer.de
www.fassmer.de

Fr. Fassmer GmbH & Co. KG

Global Davit GmbH 
Graf-Zeppelin-Ring 2 
D-27211 Bassum
Tel. +49 (0)4241 93 35 0 
Fax +49 (0)4241 93 35 25
e-mail:   info@global-davit.de
Internet: www.global-davit.de

Survival- and Deck Equipment

Make sure your 
ad counts

Your representative for Germany  /  
Austria   /   Switzerland: 

Florian Visser
Phone: +49  (0)  40  237  14 - 117
florian.visser@dvvmedia.com

For further information please visit: 
www.shipando� shore.net

Make sure your Make sure your 

Your representative for 
Austria   /   Switzerland: 

Phone: +49  (0)  40  237  14 - 117
florian.visser@dvvmedia.com

Make sure your 

Your representative for 

Phone: +49  (0)  40  237  14 - 117
florian.visser@dvvmedia.com

www.shipandoffshore.net

Get the 
news of the 

week with the

Newsletter!

Test now!
www.shipando� shore.net/

registration

9272_anz_spi_newsletter_SPI_BA_1901_210x167.indd   1 08.07.2019   09:15:03
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Select

Target  
regions Central Europe Worldwide China, GreenTech, 

SmartShip, Russia, China

Issues

January – –
– January / February –

March March –
– April April / China Edition

May May –
– – June / GreenTech

July – July / SmartShip
– August August / Russia Edition

September September / October –
– – –

November November –
– December December / China Edition

18 Buyer’s Guide
Information

Size I
H 30 / B 58 mm

Size II
H 40 / B 58 mm

1 Keyword     € 95,–     € 125,–

2 Keywords each € 90,– each € 120,–

3 Keywords each € 85,– each € 115,–

4 Keywords each € 80,– each € 110,–

5 Keywords each € 75,– each € 105,–

from 6 Keywords each € 70,– each € 100,–

Minimum time span for your booking is one 
year in one target region. Each target region 
can be booked individually. For bookings in 
several regions, we offer the following rebate 
off the total price:

Two target regions/year:    10%
Three target regions/year: 20%

The premium online entry, including 
an active link, logo and email, is free of 
charge for all customers of the Buyer’s 
Guide print issue.

The Buyer’s Guide provides a market overview and 
an index of supply sources. Every entry in the Buyer’s 
Guide includes your company logo (4 colour), address 
and communications data plus a concise description 
of products or services offered.

Buyer’s Guide

 For further information please contact:
Lisanne Groß
Phone: +49/40/23714 - 248
e-mail: lisanne.gross@dvvmedia.com

Publishing Price per keyword per issue

Buyer’s Guide Online

Buyer‘s Guide 
Premium online entry + Buyer‘s Guide 

print entry
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1 Shipyards

1.06 REPAIRS + CONVERSIONS

Repairs and Conversions

Bredo Dockgesellschaft mbh
Dockstraße 19 • D-27572 Bremerhaven

Phone  +49 (471)7997-10 • Fax  +49 (471)7997-18
info@bredo.de • www.bredo.de

2 Propulsion plants

2.01 ENGINES

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Gas/Diesel  Engines and
Combined Heating Plants (CHP) Service

2.01 Rubrik:
Propulsion plants
(Engines)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

2.02 G

Couplings, seawater resistent

R+W Antriebselemente GmbH  
Alexander Wiegand Straße 8
D-63911 Klingenberg / Germany
Fon: +49 (0)9372-9864-0
Fax: +49 (0)9372-9864-20
email: info@rw-kupplungen.de
www.rw-kupplungen.de

2.04 SHAFT + SHAFT SYSTEMS

Fixed and Controlable Pitch Propellers,
Shaft Gears, Gearboxes

Am Altendeich 83 • D-25348 Glückstadt
Tel. +49(0)4124 91 68-0 • Fax +49(0)4124) 37 16
e-mail:   pein@piening-propeller.de
Internet: www.piening-propeller.de

2.06 RUDDERS + RUDDER SYSTEMS

Wendenstraße 130 • D-20537 Hamburg
Tel.: +49-40 711 80 20 • Fax: +49-40 711 80 221

e-mail: oceangoing@vdvms.com
www.vdvms.com

Rudders and Steering Gears
- High-Tech Manoeuvring Equipment -

2.07 MANOEUVRING AIDS

Jastram GmbH & CO. KG

Billwerder Billdeich 603 • D-21033 Hamburg
Tel. +49 40 725 601-0 • Fax +49 40 725 601-28
e-mail:   info@jastram.net
Internet: www.jastram-group.com

Transverse Thrusters, Rudder Propellers,
Azimuth Grid Thrusters, Electric Drives

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Diesel- and Gas Engines,
Combined Heating Plants (CHP), Service

2.13 Rubrik:
Propulsion plants
(Service and Spare Parts)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

MITSUBISHI DIESEL/TURBOCHARGER
see Nippon Diesel Service GmbH

After Sales Service  .  Spare Parts
Laser Cladding  .  Technical Assistance

Our reliability. Your move.

NIPP   N
DIESEL SERVICE GMBH

Nippon Diesel Service GmbH
Hermann-Blohm-Str. 1
20457 Hamburg/Germany

Phone:   +49 40 317 710 - 0
Fax:       +49 40 311 598
E-Mail: info@nds-marine.com

www.nds-marine.com

NDS_BG_58x30mm_final_neu.indd   1 26.02.15   11:23

Crankshaftrepair (max. length 12 m), Repair of 
Engine- and Industrial parts, Connectingrods and 

Camshafts, In Situ Machining, Laser Cladding

Nieuwe Waterwegstraat 7

3115 HE Schiedam, Netherlands

Harbourno. 535 

Port of Rotterdam

Tel. +31-10-4090599

Fax +31-10-4090590

info@markvanschaick.nl • www.markvanschaick.com

MARK VAN SCHAICK MARINE SERVICES

TAIKO KIKAI INDUSTRIES CO., LTD
see Nippon Diesel Service GmbH

YANMAR DIESEL
see Nippon Diesel Service GmbH
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Select

Target  
regions Central Europe Worldwide China, GreenTech, 

SmartShip, Russia, China

Issues

January – –
– January / February –

March March –
– April April / China Edition

May May –
– – June / GreenTech

July – July / SmartShip
– August August / Russia Edition

September September / October –
– – –

November November –
– December December / China Edition

18 Buyer’s Guide
Information

Size I
H 30 / B 58 mm

Size II
H 40 / B 58 mm

1 Keyword     € 95,–     € 125,–

2 Keywords each € 90,– each € 120,–
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1 Shipyards

1.06 REPAIRS + CONVERSIONS

Repairs and Conversions

Bredo Dockgesellschaft mbh
Dockstraße 19 • D-27572 Bremerhaven

Phone  +49 (471)7997-10 • Fax  +49 (471)7997-18
info@bredo.de • www.bredo.de

2 Propulsion plants

2.01 ENGINES

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Gas/Diesel  Engines and
Combined Heating Plants (CHP) Service

2.01 Rubrik:
Propulsion plants
(Engines)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

2.02 G

Couplings, seawater resistent

R+W Antriebselemente GmbH  
Alexander Wiegand Straße 8
D-63911 Klingenberg / Germany
Fon: +49 (0)9372-9864-0
Fax: +49 (0)9372-9864-20
email: info@rw-kupplungen.de
www.rw-kupplungen.de

2.04 SHAFT + SHAFT SYSTEMS

Fixed and Controlable Pitch Propellers,
Shaft Gears, Gearboxes

Am Altendeich 83 • D-25348 Glückstadt
Tel. +49(0)4124 91 68-0 • Fax +49(0)4124) 37 16
e-mail:   pein@piening-propeller.de
Internet: www.piening-propeller.de

2.06 RUDDERS + RUDDER SYSTEMS

Wendenstraße 130 • D-20537 Hamburg
Tel.: +49-40 711 80 20 • Fax: +49-40 711 80 221

e-mail: oceangoing@vdvms.com
www.vdvms.com

Rudders and Steering Gears
- High-Tech Manoeuvring Equipment -

2.07 MANOEUVRING AIDS

Jastram GmbH & CO. KG

Billwerder Billdeich 603 • D-21033 Hamburg
Tel. +49 40 725 601-0 • Fax +49 40 725 601-28
e-mail:   info@jastram.net
Internet: www.jastram-group.com

Transverse Thrusters, Rudder Propellers,
Azimuth Grid Thrusters, Electric Drives

Kloska Energie- und Motorentechnik GmbH
Industriestraße 7 · D- 49716 Meppen
Tel.: +49(0)5931 - 9844-0 · Fax: -44

Email: kem@kloska.com · www.kloska.com

Diesel- and Gas Engines,
Combined Heating Plants (CHP), Service

2.13 Rubrik:
Propulsion plants
(Service and Spare Parts)
6 Ausgaben Schiff & Hafen
8 Ausgaben Ship & Offshore

MITSUBISHI DIESEL/TURBOCHARGER
see Nippon Diesel Service GmbH

After Sales Service  .  Spare Parts
Laser Cladding  .  Technical Assistance

Our reliability. Your move.

NIPP   N
DIESEL SERVICE GMBH

Nippon Diesel Service GmbH
Hermann-Blohm-Str. 1
20457 Hamburg/Germany

Phone:   +49 40 317 710 - 0
Fax:       +49 40 311 598
E-Mail: info@nds-marine.com

www.nds-marine.com

NDS_BG_58x30mm_final_neu.indd   1 26.02.15   11:23

Crankshaftrepair (max. length 12 m), Repair of 
Engine- and Industrial parts, Connectingrods and 

Camshafts, In Situ Machining, Laser Cladding

Nieuwe Waterwegstraat 7

3115 HE Schiedam, Netherlands

Harbourno. 535 

Port of Rotterdam

Tel. +31-10-4090599

Fax +31-10-4090590

info@markvanschaick.nl • www.markvanschaick.com

MARK VAN SCHAICK MARINE SERVICES

TAIKO KIKAI INDUSTRIES CO., LTD
see Nippon Diesel Service GmbH

YANMAR DIESEL
see Nippon Diesel Service GmbH
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Smart ships drive smart safety
DATA SHARING Smart shipping is mostly discussed in terms of operational efficiency, but data sharing is also 
driving predictive risk analytics to improve safety at sea, writes Manit Chander, CEO of the non-profit  
organisation, HiLo Maritime Risk Management 

W hen examining maritime inci-
dents in all degrees of severity, a 
key observation is that there is al-

ways a need to learn more, and more quick-
ly, if we are to prevent similar occurrences. 
Incident reporting allows us to take retro-
spective action to improve processes in the 
future. However, structuring and analysing 
data already being generated and reported 
internally by ships can provide new insights 
and a tangible reduction in risk. Vessel data 
derived from weak signals – those small in-
cidents that may not seem important at the 
time – is essential, as action taken early can 
avoid escalation to more severe problems.

HiLo stands for ‘High Frequency Low 
Impact’, where focus on sometimes innocu-
ous occurrences can  drastically reduce 
accidents at sea by applying accumulated, 
high-quality, structured data from ships to 
create predictive risk models. The use of 
this type of modelling, analysis and ulti-
mately data sharing is well established and 
has already saved lives and guided decisions 
in many other industries, including polic-
ing, medical science and nuclear energy.

Collaborative community
Starting with an initial base of ten shipown-
ers and managers who shared their fleet 
data with the HiLo knowledge platform, 
there are now 42 companies subscribing to 
the platform since its commercial launch in 

2018. New organisations are joining the plat-
form regularly. As the user base grows across 
multiple asset types, the data set inevitably 
expands with it. The idea is to take the most 
tangible, meaningful new information and 
drive the problem-solving advancements 
accordingly. As a result, HiLo vessel models 
are constantly being updated to provide sub-
scribers with more accurate and beneficial 
insights.

HiLo currently analyses data from more 
than 3,000 vessels and operates predictive 
risk models for tankers and bulkers. A new 
container model is to be launched later this 
year, followed by a risk model for ferries. 
More models for understanding other facets 
of risk at sea are in development, all of which 
are being created through close collabora-
tion with individual experts and organisa-
tions with exceptional operational knowl-
edge in the relevant categories.

The numbers have mounted up encour-
agingly. As a direct consequence of the data 
amassed to date, the platform is delivering 
an immediate and demonstrable impact on 
safety. Between August 2017 and June 2018 
alone across 900 ships, HiLo was responsi-
ble for reducing the risk of lifeboat accidents 
by 72% for its subscribers. In the first six 
months of 2018, meanwhile, the platform 
was the primary driver of a reduction in the 
risk of engine room fires and bunker spills on 
1,800 vessels by 65% and 25%, respectively.

As subscribers to the platform, ship-
owners and managers help to enhance op-
erational safety across shipping sectors by 
contributing vessel data already collected 
according to company procedures. There is 
no extra workload for crew on board as the 
data is already collected for established uses. 
Analysis of the data is an ongoing, dynamic 
process, informing and improving risk mod-
els for specific vessel types. Through this, it 
is possible to identify critical areas of action 
to avoid serious incidents, with HiLo’s risk 
models constantly acting upon fresh input 
from users. Insights are communicated in 
dynamic Risk Rankings, regular Deep Dive 
reports and specific alerts for individual sub-
scribers.

Tangible results
Enabling HiLo subscribers to act before mi-
nor issues become major incidents is work-
ing. For example, HiLo predicted that the 
risk of an engine room fire was high for a 
particular subscriber’s vessel. The subscrib-
er investigated the weak signal – small leaks 
of fuel – and discovered a link to inadequate 
bolt tightening, with some bolts being the 
wrong size. Corrective actions were there-
fore taken to reduce the risk of an engine 
room fire. 

In another example, the risk of lifeboat 
accidents was pinpointed as a high poten-
tial impact area for one organisation. The 
precursor to this was identified as lifeboat 
brake failure. Investigations showed that 
eight unapproved service providers had 
crept into their system over the preceding 
couple of years.

These developments can all be seen as 
essential ingredients in the perpetuation of 
a more responsible mindset – the cement-
ing of a fundamental safety culture which 
needs to permeate every corner of the mari-
time industry. Much of course depends on 
the widespread willingness of organisations 
to contribute data to further the increas-
ing effectiveness of predictive risk model-
ling – and where some firms are concerned, 
persuading them to impart specifics for de-
tailed analysis is still work in progress.

HiLo can reduce the risk of lifeboat accidents for its subscribers significantly  Source: HiLo
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A problem shared
In one sense, shipping companies cannot 
be blamed for a certain inclination to play 
their cards close to their chest, due to fears 
of competition and commercial repercus-
sions. For many, though, data sharing also 
appears synonymous with an open invita-
tion to cyber criminals who can sweep in 
and hold companies to ransom by hijack-
ing commercially sensitive internal com-
munications. Having seen this happen in 
high-profile ransomware cases, some ship-
ping firms have expressed no desire to be 
more open.

The key is therefore to create a secure 
space where data protection is nailed down 
as an abiding principle. HiLo achieves this 
through stringent information security 
practices, and anonymising insights before 
they can be shared across the subscriber 

pool via the knowledge sharing platform 
or indeed, through direct communication 
should a specific risk demand it. 

The second step is providing ship man-
agers with something worth exchanging their 
data for. In the first place, HiLo subscribers 
are willing to share their internal data and 

reports because the platform creates measur-
able improvements for the safety of seafarers 
and vessels. Additionally, the thorough and 
welcome tightening of regulatory compli-
ance in the tanker sector will inevitably filter 
through to the container and bulk carrier 
sectors, where regulations are currently a lit-
tle less stringent. HiLo can therefore furnish 
subscribers in these industries with essential, 
up-to-the-minute data, helping them to com-
ply with safety regulations.

As the industry moves steadily towards 
the widespread deployment of smart ship-
ping, data analytics will be at the heart of 
the automation technology in autonomous 
vessels, driving efficiencies in maritime traf-
fic flow and port operations. The optimisa-
tion of processes will contribute immeasur-
ably towards sea safety enhancements and 
substantial cost savings. Symbolic image of a container ship incident

Leap forward for class as first digital  
DP survey is completed
REMOTE SERVICE  | A collaboration involv-
ing DNV GL, Kongsberg Maritime and 
Subsea 7 has resulted in the first digital dy-
namic positioning (DP) system verification 
to be conducted remotely. The pilot pro-
ject, part of the classification society’s Data 
Smart Classification or D-Class Project ini-
tiated in 2017, used Kongsberg’s DP Digital 
Survey (DPDS) application on board Sub-
sea 7’s Seven Kestrel for the annual DP veri-
fication process. The Kongsberg tool takes 
data directly from a vessel’s control systems 
and transmits this securely via the cloud for 
expert assessment by verifiers, classifica-
tion specialists and vendors. 
The project represents a major step for-
ward in the digitalisation of classification 
procedures. DP system testing is tradition-
ally a labour-intensive and time-consuming 
exercise, involving the presence not only of 
a class surveyor but also often a DP failure 
mode consultant and equipment vendor 
specialists to witness the trials. The proce-
dure can involve costly flights, waiting time 
and several days of vessel downtime.   
Bryce Heslop, Marine technical manager 
at Subsea 7, gave more detail. “The digital 
survey is an opportunity to deliver on our 
DP verification focus areas by capturing 

data from what are currently seen as routine 
events, enabling us to use these recordings 
as verification of our asset performance. 
This technology gives us a higher data qual-
ity than we currently receive through man-
ual trials and gives us a permanent tamper-
proof recording of the event.
“The test methodology used within the ap-
plication also empowers the crew to take 
ownership of the system and gives them 
greater confidence in the DP set-up on 
board their vessel,” he continued. “This 
will provide us with a more robust survey 
and we see this as a lead into greater safety 
through familiarisation within our fleet.” 
Kongsberg Maritime’s Eivind Alling, vice 
president of Digital Performance, added: 
“The DPDS application offers our custom-
ers a tool that will potentially reduce their 
operating expense for each DP vessel and 
increase the vessel’s uptime, as the indi-
vidual DP trial tests can be executed during 
non-productive time. The competence of 
DP key personnel is enhanced as well.
“The collaboration with DNV GL and Sub-
sea 7 has been of paramount importance to 
develop criteria for the digitalisation of the 
annual DP trial programme, based on IMO 
MSC/Circ.1580, DNV GL’s class notation 

and the IMCA M 190 guidance document. 
The successful completion of the pilot 
paves the way for an application of a DNV 
GL Approval in Principle for Kongsberg 
Maritime’s DPDS solution.”
DNV GL’s project manager for D-Class 
said: “This is another step forward in the 
wider application of remote verification 
technologies. The experience we have 
gained from working on this pilot has pro-
vided valuable experience and input to our 
D-Class rules and standard development. 
We plan to launch the results of this devel-
opment by the end of this year.” 

The Seven Kestrel was used in the pilot project
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Using machine learning  
to find faults
INITIATIVE In a joint industry-academic project, ABB engineers collaborated with data scientists from  
Norwegian universities to apply artificial intelligence to a very real problem: preventing the propulsion motors 
used in ships from overheating. The specs are described in the following article by Morten Stakkeland, data 
scientist, and Bo Won Lee, product manager, Propulsion Control Unit at  ABB Marine & Ports. 

A BB recently led a col-
laboration with aca-
demic partners working 

within the Research Council 
of Norway-funded programme 
Big Insight, in an initiative seek-
ing to use machine-learning 
techniques to prevent damage 
to propulsion motors caused by 
overheating. The specific col-
laboration involved researchers 
from the Norwegian Comput-
ing Center. 

For nearly a decade now, 
ABB has been gathering real-
time data on machinery perfor-
mance from ships through the 
ABB Ability Marine Remote 
Diagnostic Systems (RDS). 
The database offers ABB ser-
vice engineers a key to identi-
fying distinctive signature pat-
terns that indicate impending 
trouble, and the evidence to ad-

vise operators to act and avoid 
unplanned downtime. 

However, when the data 
from multiple vessels is aggre-
gated and sifted in the right way, 
it can also reveal previously un-
noticed relationships between 

the performance and operation 
of machinery systems. With the 
aid of algorithms, these corre-
lations and patterns can be ex-
ploited to develop new digital 
tools for predicting failures and 
enhancing reliability.

The application
The traditional method for pre-
venting overheating is simple: 
cooling systems activate when 
temperature sensors exceed 
a defined threshold, typically 
155°C. While functional, this 
approach has two major limita-
tions that are interrelated. First, 
the protection is triggered at a 
single critical temperature; field 
experience suggests motors are 
often damaged before this tem-
perature is reached. Secondly, 
the hotspots on the motor wind-
ings may occur away from the 
sensors; this means parts of the 
motor could be running above 
the threshold temperature un-
til the overheating spreads and 
reaches the sensors.  

The goal has therefore been 
to develop a thermal protection 
system capable of detecting ab-
normal motor behaviour before 
the threshold is reached. From 
the vessel operator’s perspective, 
this would increase propulsion 
system reliability and availability. 

Artificial intelligence can prevent motors from overheating 

Figure 1: Schematic system overview 
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The principal data points 
needed to manage this process 
are air temperature, which is 
measured on the inlet and out-
let of the heat exchangers; and 
the mechanical torque and 
electrical capacity of the motor, 
taken from the propulsion con-
trol unit (PCU). 

The data
Two datasets collected by RDS 
were used for the research. The 
first comprised a year’s worth of 
readings taken from two classes 
of vessel each with two propul-
sion motors, while the second 
consisted of data from five vessels 
with durations varying from two 
months to two years. This pro-
vided the team with an extensive 
body of data to investigate RDS 
logs data both synchronously and 
asynchronously. Most of the time 
it operates in synchronous mode, 
taking sen-sor readings every 
minute, regardless of what the 

signals from the sensors are tell-
ing it. But when something odd 
happens and the signal changes 
rapidly – at intervals of less than 
one minute –  the system engages 
asynchronous mode and begins 
recording sensor values more fre-
quently. 

Because this system would 
eventually be implemented as 
part of the vessel’s PCU, which 
polls sensors more frequently 
(every second) it was necessary 
to fill in dataset gaps using in-
terpolation. Such resampling is 
common in preparing machine-
learning applications. 

The modelling
This data-driven approach uses 
statistical modelling that derives 
the relationship between system 
inputs and outputs (the winding 
temperature) from past data to 
detect deviations from the norm 
(i.e., overheating). One major 
advantage is that the model can 

be created without specialist 
knowledge. It might even cap-
ture effects or correlations un-
known to experts in the field. 

This does not mean experts 
are redundant. In fact, machine 
learning is only ever as good as 
the training data used to teach it 
what it needs to know. Rather, ex-
perts take on a new role of curat-

ing the body of training data that 
captures the full operating enve-
lope and behaviours of a system. 

For instance, most equip-
ment runs as it should 99.5% 
of the time and data on failure 
modes tends to be scarce. The 
pool of available training data 
shrinks further if incidents in-
volve comparable equipment 

Figure 2: The ability to detect abnormal heat generation in the motor 
below the (HH) limit is facilitated through modelling the generic system 

>

二O一九年中國國際海事技術學術會議和展覽會

Informa Markets
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from other manufacturers who 
may not be willing to share infor-
mation. Even if they are willing, 
lack of standardisation may mean 
data is labelled differently. 

To fill this gap, ABB’s in-
house experts applied their 
theoretical knowledge of heat 
transfer to model the system’s 
be-haviour in the moments lead-
ing up to a fault, which could be 
used to generate training data. 
Because motor windings get hot 
over time, the team opted for an 
exponentially weighted moving 
average (EWMA) model, where 
past values influence the cal-
culation of what happens next. 
EWMA doesn’t require much 
computational power or memo-
ry, making it easier to implement 
in an industrial control system.  

The training  
The next step was to push train-
ing data through the model to 
see how well it replicated real-
life measurements. Ensuring the 
model fits the data is a critical 
phase in the development of any 
machine-learning system, as it 
offers an opportunity to adjust 
for improved accuracy. Further 
verifications were made to en-

sure the model was not ‘overfit-
ted’ – a phenomenon that sees 
the model begin to “memorise” 
training data rather than “learn-
ing” to generalise from a trend. 

Once satisfied that the 
model would perform reliably 
with unseen data, i.e., meas-
urements from in-service mo-
tors not linked to the research, 
the next step was to develop a 
means of activating protection 
functions in case the motors 
oper-ate outside desirable tem-
perature parameters. 

With the model’s threshold 
set at a level that wouldn’t cause 
false alarms in the training data, 
the monitoring system could 
nonetheless detect and warn of 
failures more than one hour be-
fore critical temperature were 
reached. Crucially, future failures 
were spotted at temperatures sig-
nificantly below those that would 
have triggered the conventional 
safe-guard mechanism, with 
clear benefits for motor wear and 
tear, reliability and longevity.

The future
The model and monitoring pro-
gramme have since been down-
loaded to a PCU on two vessels, 

which have now been operating 
for over six months, in order 
to validate the system’s perfor-
mance in a field setting. No false 
detections have been recorded 
during this period, which proves 
that the safety function added by 
the monitor has minimal impact 
on system availability. While the 
system is not live, it does raise 
alerts when anomalies are de-
tected, which in turn allows the 

crew to decide whether manual 
intervention is required.

Looking forward, the re-
search team plans to develop 
individual models for each mo-
tor and investigate how data col-
lected from other motors and 
vessels could be used to train the 
model more quickly. Another 
idea is to use more data points 
by wiring up sensors to measure 
cooling water temperature and 
record the number of running 
cooling fans and their speeds. 

Team members also hope 
to create generic fault models 
covering whole classes of motor. 
On the implementation side, the 
intention is to export the per-
formance data gathered from an 
individual vessel automatically 
into its ‘digital twin’ – a virtual 
replica of a ship built entirely 
from data – to allow long-term 
monitoring and analytics.    

Data Comparison

Regression 
analysis

Regression 
analysis

Regression 
analysis

Regression 
analysisModel N

Figure 3: As the final protection function is to be implemented in the PCU, the complexity of the model 
and the memory requirements need to be adapted to the real-time requirements of the final application 

Figure 4: The model was trained using regression analysis,  
fitting a model to the data 

Table 1: Heat generation equation inputs: model selected  
based aim of minimising number of variables and use of physical 
knowledge where available 

Figure 5: Comparison between the predicted and actual  
temperatures on a motor, with data recorded during sea trials 
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The most important developments in the 
worldwide shipbuilding industry at a glance

Keep an eye on the

shipbuilding 
market!

TEST
NOW!

www.new-ships.net/ships
© DVV Media Group GmbH P
er

sö
nl

ic
he

 A
us

ga
be

, ,
 D

V
V

 M
ed

ia
 G

ro
up

 G
m

bH
  B

el
eg

ex
em

pl
ar

, H
am

bu
rg

, K
d.

N
r.

: 9
10

10
10

10
, A

bo
-N

r.
 5

21
92

5.
 W

ei
te

rg
ab

e 
an

 D
rit

te
 u

rh
eb

er
re

ch
tli

ch
 u

nt
er

sa
gt

.



DIGITAL TWIN  To produce a digital twin of a vessel, it is necessary to establish information consistency 
across the borders of operational technology in both the real world and the virtual world. The following article 
by Dr Steven Vettermann, Cluster Lead Systems Engineering at Hamburg-based PROSTEP, discusses the  
challenges, potentials and application scenarios of the digital twin within the maritime industry.

B y 2020, about 37 billion things (com-
ponents, products’ systems) will 
be connected to the internet. Since 

1999, the comprehensive network of these 
connections that has been established is 
called the Internet of Things (IoT). The 
communicating products are cybertronic 
systems. Based on these, new and often dis-
ruptive service-oriented business models 
have been developed, such as preventive 
repair and asset overhaul using predictive 

maintenance. Service-orientation is be-
coming a core success factor for companies 
and extends the IoT towards an Internet of 
Services (IoS). 

The technological basis for IoT and 
IoS concepts are digital models; the digital 
master, the digital thread and the twin. The 
digital twin is a virtual representation of a 
real existing, intelligent product in product 
lifecycle management systems (PLM). The 
current focus is the optimisation and in-

creased efficiency of product operation and 
related, supporting services. By collecting 
and analysing operating data, for example 
–  predictions concerning the probability of 
product breakdown – appropriate counter-
measures can be taken.

Connecting digital twins with related 
engineering data is currently still a field 
where a lot of research work has to be done. 
Nevertheless, using the information gained 
during routine operation can be used for 
product innovation and optimisation. To 
ensure the functional safety and secure and 
efficient operation of a product, the value 
of this technology should not be under-
estimated, especially when the product is 
highly automated.

Industrial challenges and potentials
The shipbuilding industry is changing con-
tinuously, and technological evolution is 
already under way. However, well-known 
challenges must still be solved, including 
product complexity, collaboration and in-
formation exchange between all relevant 
parties, and the management of change. 

The ability to use state-of-the-art 
technology, such as building and using a Table 1: Future without a digital twin  Source: Eigner

 > RAMIFICATIONS  > RISKS

Misdirected Actions

Loss of Life

Safety Issues

Liability

Inaccurate Conclusions

Brand Damage

Regulatory Actions

Operational Shutdowns

Misinterpretations

Lost Revenues

Customer Frustration

Unnecessary Rework / Repairs

Risks increase exponentially with artificial intelligence

Crossing the border
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Table 2: Platform requirements for digital twin and thread  Source: Eigner

 > “THE DIGITAL TWIN”
A digital twin of a product represents a 
virtual image of a real product in the PLM 
system. It contains information about the 
real-configured product functions, serv-
ing to differentiate clearly between prod-
uct variants. It can monitor and model 
product and environmental parameters, 
their values and the status of the indi-
vidual product functions including their 
residual duration estimates. All this in-
formation can be visualised using virtual 
3D models as well as augmented reality 
techniques. For new business modes and 
underlying products / machines to be 
evaluated, exemplary digital twins will 
be realised and validated in a project. 
  Source: InnoServPro Project

digital twin, offers efficient solutions for 
this whereas not adopting this technology 
could result in the ramifications and risks 
shown in Table 1.

The digital twin provides the neces-
sary context which is critical for informa-
tion inter pretation and deriving the right 
actions. If shipbuilders want to make the 
most of benefits from consistent informa-
tion flows; if owners want to take advantage 
of smart connected technologies such as 
the application of artificial intelligence, for 
example, all parties have to go for the reali-
sation of the digital vessel twin.

Example: “Increasing Effectiveness of  
Maintenance”

Supplementing traditional maintenance 
procedures, the application of digital twin 
technology can have a significant impact on 
the profitability curve through improved 
reliability and increased uptime. The fol-
lowing categories are possible:

 > Preventive maintenance (traditional)
routine / scheduled maintenance ac-
tivities, maybe automated operations;

 > Predictive maintenance
proactive condition-based mainte-
nance activities, fully automated and 
integrated operations requiring sen-
sor-enabled assets;

 > Prescriptive maintenance
Business impact prioritised mainte-
nance activities, artificial intelligence/
machine learning-based operations 
requiring intelligent and connected 
assets.

This is just one example of the way in which 
today’s technology can improve and opti-
mise long-established business processes. 

Way forward
Introducing a new technology must al-
ways come together with an organisational 
change. Not adopting the existing pro-
cesses to the new technology, not enabling 
people to understand and to use the new 
technology adequately, will most likely re-
sult in failure.  

First, when establishing a digital twin, 
one must establish information consist-
ency across the borders of the operation 
technology (sensors, actors etc.) within the 
real world and the virtual world within the 
company’s IT. For this, a wide range of in-
tegration possibilities are available on the 
market – starting with supervisory control 
and data acquisition (SCADA) systems 
right through to the IoT platforms of soft-
ware vendors, which focus on integrating 
physical things and IT applications.

If this is done, the fractions within the 
heterogeneous IT system landscape, which 
had grown for decades, must be overcome. 
This is one of the biggest challenges, not 
only because of the lack of standards but 
also because the challenge comes with the 
need to bring the instance-base Informa-
tion provided by every real thing in line 
with its virtual representation in engineer-
ing and/or planning models.

However, by applying appropriate 
analy tical methods and visualisation tools 
to digitally available information provided 
by real things results in benefits for a com-
pany. Taking these and combining them 
with the related planning and engineering 
models can form a basis for predicting the 
behaviour of systems, products or pro-
cesses; and further on, for generating op-
timisation proposals or even autonomous 
decisions.

The variety of possibilities to develop 
and apply a digital twin is vast. Companies 
should clarify and prioritise their objec-
tives so that the correct processes can be 
identified to optimise the digital twin, the 
processes to be supported, the information 
required and the technologies that need to 
be applied.

PROSTEP offers its customers related 
consultancy and integration services in 
this field. The company uses best prac-
tices in the shipbuilding, automotive and 
aerospace sectors and follows model-based 
and enterprise architecture designing para-
digms. This enables it to provide system-
independent information integration via 
OpenShip and system-independent digital 
threading via OpenCLM.

Realising the digital twin
When talking about things like IoT and 

the digital twin, the term platform is often 
used. A platform is the bridge between the 
digital world (digital twin) and the real 
world. While this article cannot dive into 
the details of any specific platform, there 
are some basic requirements that should 
be considered when talking with software 
vendors about the IoT platform they offer 
(Table 2). 

Regarding flexibility, scalability and 
cost, transparency plays a decisive role. The 
business world is changing faster and faster. 
New global players appear on the market; 
new business and service requirements 
come up; the half-life period of technical 
advances shrinks. The more open the IoT 
platforms, the better it is for protecting in-
vestments. 

Initiatives, like prostep ivip CPO (Code 
of PLM Openness), provide solid sets of 
openness criteria.

 >  CANNOT  
HAVE

 >  MUST  
HAVE

Proprietary APIs Transparent &  
Interrogatable APIs

Incomplete or Hidden API 
Function Calls

FULL API Capabilities  
Exposed

Proprietary Data Models Open Data Model

Static / Hard Coded Data 
Model Dynamic Data Model

Obfuscated Data Open Data Access

 >  PLATFORM  
REQUIREMENTS

Ability to ingest data 
through API  
and Services

Integration ability to 
manipulate processes 

and data through  
exposed API / Services

Extensibility ability  
to build / extend func-

tionality leveraging 
COTS framework

Ability to exfiltrate 
data out of API /  

Services
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From paper ships to digitalised 
water depth management
SOUNDING MAPS  In line with its smartPort initiative [1] the Port of Hamburg has adopted a digital sound-
ing map system. The first step in the development of the system was the sounding touch table with which 
navigators plan ship arrivals. In a second step, the sounding table has been further developed into a sounding 
app which brings the digitalised sounding maps to the Hamburg Port Authority’s (HPA) desktop computers and 
extends the range of the application to water depth management.  The following article by Dr Sebastian Saxe, 
CDO of Hamburg Port Authority, Prof Dr Heinz Züllighoven, managing director of WPS-Workplace Solutions 
GmbH and Holger Breitling, general manager at WPS, presents the digitalisation of water depth  
management business processes management and describes how expert knowledge and interactive  
application software can be seamlessly combined.

I n the nautical head office of the Ham-
burg Port Authority, maritime experts 
are working on various information 

and management tasks, including advis-
ing and monitoring day-to-day shipping 
traffic, and planning and authorisation of 
forthcoming ship arrivals, in short: berth 
planning. 

WPS’ task was to develop an applica-
tion to support this process. Large ships 
report their journey to a berth in the port 
of Hamburg at least 24 hours in advance. 
Container vessels of Panamax and post-
Panamax classes are so big that, in many 
places on the river Elbe and in the port, 
they could possibly collide with other 
ships or run aground. Nautical officers ap-
prove and monitor their arrivals and de-
partures, taking into account weather con-
ditions and currents as well as ship sizes. 

Goals of the digital sounding table 
Almost all workflows in the nautical head 
office are supported by IT systems; only 
berth planning still relied on paper sound-
ing maps. This was mainly due to the sim-
ple and intuitive handling of paper maps. 
The technical complexity of the task with 
its high security requirements demanded 
that the navigators have a reliable grasp of 
the situation and are in full control of their 
work environment. They rely on the clear 
and simple usability of their physical tools. 
Digital solutions had not been able to meet 
these requirements.

Therefore, a digital solution only had 
a chance of being accepted by the nautical 
staff as a working tool if it was able to an-
swer the following questions satisfactorily:

 > How could navigators be relieved 
of tedious work steps when dealing 

with highly complex tasks in order 
to concentrate fully on the nautical 
challenges at hand, and on their key 
competencies? 

 > How could secure and intuitively 
manageable software be developed 
for this high-security area? How 
could the navigators continue to use 
their many years of work experience 
with large port maps (approximately 
200m2 of paper maps in a single for-
mat of 2x1m) in a digitalised interac-
tion model?

Task-oriented analysis of the  
application area
Navigators work with sounding maps. 
These are accurate maps of the port, which 
show the water depths of the Elbe, stand-
ardised to low tide with depth numbers. 
When calculating the effective water depth 
at a given time, the navigators must take the 
tide into account. To do this, they use the 
tide curve to mark the level of the tide with 
a ruler and pen, depending on the planned 
time of arrival of the ship (Figure 1, right). 
These values must be added to the depth 
values and then the draught of the ship is 
subtracted.

If very large ships have to pass each oth-
er in the harbour or if floating pontoons for 
the divers are situated in the harbour basin 
during repairs on the quay walls, the navi-
gators use scaled ship silhouettes made of 
cardboard (Figure 1, left).

Since the seabed of the port is constant-
ly changing due to silt and sediments, the 
sounding maps must be regularly updated, 
based on the data supplied by the depth-
sounding vessels.

Nautical officers working on the sounding table
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Digital objects: from analysis to 
functional design
Some parts of the functional design were 
quite simple. It made sense to take over the 
basic equipment of the workstation with 
sounding maps, ship shapes, tidal curve, 
ruler and pen. Most objects could be intui-
tively displayed on a high-resolution multi-
touch table. 

The interplay of sounding data, tide and 
draught of a ship was a central design issue. 
To tackle this task, WPS closely engaged 
the future users in the system design and 
turned them into co-developers of novel 
software. Previously, the navigators had 
to calculate the actual water depth in their 
heads and compare it with the draught of 
the specific ship. With the new approach 
they use a slide control (slider) to set the 
planned arrival time of a ship on the digital 
tide curve at the sounding table. 

The sounding table calculates the water 
depth and immediately adjusts all depth 
figures on the map. A second slider for the 
draught of a ship (depth filter) highlights 
dangerous shallower depths (Figure 2).
Figure 3 shows the sounding table in its op-
erational state with its tools. Two ship shapes 
are shown on the sounding map. The tool for 
creating new ship shapes is still active.
The tidal curve is visible at the bottom and 
set to a specific time by a slider. 

Added value: digitalisation shapes 
new processes 
Digitalisation has to be understood as a pro-
cess that goes beyond the obvious techni-
cal aspects. Transferring previously manual 
or physical processes to computer systems 
changes the temporal, organisational, ergo-
nomic and legal dimensions of these pro-
cesses. These are not to be regarded as a foot-
note of a technical innovation but must be 
actively designed. The aim of digitalisation 
should be to increase the quality of services 
and products as well as the efficiency, while 
improving the working conditions of users.

Starting at the level of data collection and 
supply, HPA’s sounding department had to 
establish additional processing steps. The 
daily measurements of the depth-sounding 
vessels had to be merged into the overall 
picture of the port and to be made avail-
able in digital format as approximately 36 
million depth figures. The sounding ta-
ble reduces the data for a fixed number of 
zoom levels. To ensure nautical safety, the 
algorithm guarantees that the sounding 
table always displays the shallowest depth 
figures. Another algorithm calculates depth 
contours matching the depth numbers. 

Besides the technical adjustments, 
several organisational processes had to be 
changed. For example, the delivery of the 
paper sounding maps is subject to a criti-
cal approval and release process by HPA 
departments. Changes in water depths 
influence cargo volumes of the ships and 
consequently have an impact on container 
handling, with financial implications for 
the port’s container terminals. 

The HPA therefore carefully examines 
restrictions on water depths before they are 
communicated to the container terminal 
operators. The organisational authorisation 
and release procedures were fully geared to 
the analogue processes before the digital 
sounding plan system was introduced. With 
the new system, the digital transfer of the 
depth figures for the sounding table takes 
only a few hours instead of more than a day. 
The time difference between analogue and 
digital processes requires a reconsideration 
of existing procedures. This was the result 
of a learning process for everyone involved, 
including the software developers.

From sounding table  
to sounding app
The introduction of the sounding table in 
the nautical head office was the first step 
to replace the traditional paper maps with 
a digital counterpart. The second step was 
to bring the interaction possibilities and 

tools tested on the sounding table to nor-
mal desktop PCs and laptops by making 
them available to a larger group of people in 
a web application. The first version of the 
sounding app inherited the following fea-
tures from the sounding table:

 > a continuously updated digital  
sounding map;

 > almost stepless zooming; 
 > depth filter;
 > tidal tool;
 > distance metre.

The sounding maps, a central device for the 
port providing the basis for many critical 
work processes, have been digitalised. In 
the next step, it was now possible to sup-
port these work processes seamlessly with 
software. Further user groups who gained 
access to the digital sounding maps via the 
sounding app were quick to recognise the 
potential of the appliction to provide fur-
ther functionality and to implement essen-
tial core processes. Further development 
requirements eventually led to the digitali-
sation of water depth management. 

Water depth management involves the 
systematic monitoring and control of water 
depths in the port area. Like many other 
ports, the Port of Hamburg is confronted 
with sedimentation caused by sinking sus-
pended matter in the water, resulting in 
reduced water depths. In order to ensure 
the free movement of ships and to enable 
large vesels to call at the port, certain 

Figure 1: Traditional work with soundings maps and tide curve

Figure 2: New digital tools “depth filter”  
and “digital tide curve”

Figure 3: The digital sounding table at work 

>
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minimum depths must be guaranteed at 
berths and on access routes. For this, Ham-
burg has defined target depths, which are 
continuously maintained by regular sound-
ing of the water depths and ensuing dredg-
ing work, if necessary.

The extension of the sounding app with 
regards to water depth management in-
cludes aspects of hydrography, i.e., measur-
ing the river or port bed, including

 > planning,
 > commissioning,
 > release of soundings.

In addition, the sounding app supports the 
control of dredging operations by:

 > the definition of dredging fields,
 > the volume calculation of the sedi-

ment to be removed,
 > cost estimation, 
 > the commissioning of dredging work.

Success factors
The digital sounding map system has been 
in use for several years and has gained high 
acceptance among its users. In the first 
step, the sounding table has been consist-
ently developed in close cooperation with 
nautical staff. An initial feasibility study 
was followed by an eight-month project 
with a four-member development team, 
which created the operational system in 
ten development steps. Since 2016, it has 

been used as a pilot system. From Octo-
ber 2018 on, it has been in normal op-
eration. The first version of the sounding 
app, through which the digital sounding 
map system expanded beyond the nautical 
control centre, was released in mid-2018 
and was eventually made available to al-
most 100 users. With the general positive 
reaction of these users, the further de-
velopment gained a new dynamic. The 
functional features for hydrography went 
into production at the beginning of 2019, 
and software development with regard to 
dredging (equipment management and 
dredging technology) is currently under-
way. Thus, the sounding app has opened 
up further business-critical areas of the 
HPA and speeds up the digitalisation of 
the associated processes.

The following success factors should be 
highlighted:

 > Users cooperated intensively with the 
developers right from the start; the 
product owner was head of the nauti-
cal head office;

 > The work processes and the utensils 
used were analysed in detail and docu-
mented in comprehensible models;

 > The application-oriented analysis was 
closely linked to an agile design pro-
cess, so that the first mock-ups and 
prototypes were evaluated together at 
an early stage;

 > The application is being continuously 
developed. As a result, users are grad-
ually testing new possibilities for digi-
talisation. The successful use in berth 
planning is spreading the word and 
leading to growing demand at other 
workplaces;

 > With the sounding app, the applica-
tion became available to new user 
groups whose requirements gave a 
new dynamic to further development.

In view of these success factors and the pro-
ject approach, HPA and WSP regard the 
digital sounding map system as a blueprint 
for further digitalisation projects. It is char-
acterised by the fact that all parties involved 
understand the domain and speak the lan-
guage of the department. Application-ori-
ented analysis (using domain storytelling 
[3]) helps to build a common understand-
ing. Integrating analysis and an agile design 
process leads to first mock-ups and proto-
types which can be jointly evaluated at an 
early stage. The application is developed 
further by gradually testing new possibili-
ties of digitalisation. 

References
[1]  https://www.hamburg-port-authority.de/en/

hpa-360/smartport/
[2]  R. Wirfs-Brock, B. Wilkerson, & L. Wiener, Designing 

object-oriented software. Prentice Hall, 1990.
[3]  http://domainstorytelling.org/

Shippers to benefit from smart ETA alerts
SHIP DELAYS | Cargo owners, shippers and 
freight forwarders are amongst those who 
stand to benefit from a new software ap-
plication which calculates whether or not a 
container ship will arrive at its destination 
port on time. Developed by Hamburg-
based Herberg Systems GmbH, About 
Cargo is based on a specially developed 
algorithm which calculates the estimated 
time of arrival (ETA) of all container ships 
operating on international routes 
and provides alerts of delays sev-
eral days in advance. 
According to consultancy group 
SeaIntel, about 20% of all cargo 
ships arrive late at their destina-
tion ports and delays of several 
hours are common. However, the 
process of finding out the exact arrival time 
of ships in advance is time-consuming, par-

ticularly for ships deployed on routes out-
side Europe, Herberg Systems pointed out. 

About Cargo has now simplified the process 
by detecting early on if there is a need for ac-

tion as a result of imminent delays.
Herberg Systems’ sales manager 
William Ludwig-Schulte ex-
plained: “Delays are part of the 
daily work routine in cargo ship-
ping. As a freight forwarder, you 
spend a lot of time on the phone 
trying to figure out whether the 
container will arrive on time and 
if onward transport is possible. 
That’s were About Cargo comes 
in – the system takes care of in-
forming everyone involved in 
the supply chain of possible de-

lays. Tedious phone conversations 
are replaced by just a few clicks online and 
notifications via e-mail and various messen-
ger services.”

The new software calculates the ETA for 
container ships Source:  Herberg Systems
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